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Resource Registry 
How to manage Federation metadata and other descriptions 
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The Initial <Problem> 
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Shibboleth needs SAML 2 metadata to know all entities! 
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Difficulties and Goals 
§ Editing XML files by hand is error-prone and clumsy 
§ Managing the federation metadata by hand is cumbersome 
§ Legal processes should be technically supported 
§ Multiple federations must be managed 
A web-based tool to solve these problems! 
 
Goals for such a Tool: 
§ Scalable metadata management 
§ Support administrative processes 
§ Provide auxiliary functions to support federation 
§ As little overhead as possible 
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The AAI Resource Registry 

4 Web: https://rr.aai.switch.ch!

https://rr.aai.switch.ch
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Resource Registry Processes 

Before an SP/IdP description becomes part of federation  
metadata, it must be approved by an authority first 
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Roles in the Resource Registry 
§  Resource Registry Administrator 

SWITCH staff members. Can edit/delete everything 

§  Home Organisation Administrator 
User that can manages the description/metadata of an organisation 
§  Attribute Administrator 

Subset of privileges of Home Organisation administrator 
User that can change the attribute release policy of an organisation 

 
§  Resource Administrator 

Creates and manages descriptions of AAI services/Service Providers 

§  Resource Registration Authority Administrator 
Approves descriptions of AAI services/Service Providers 
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Output of Resource Registry 
§  Metadata, see http://www.switch.ch/aai/metadata/ 
§  Configuration files for IdPs and SPs (shibboleth2.xml, …) 
§  Helpdesk webpage shows contact persons/helpdesk for your SP 

 

§  Public Resource list, see http://www.switch.ch/aai/participants/ 

http://www.switch.ch/aai/metadata/
http://www.switch.ch/aai/participants/
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Live Demonstration 


