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GESTU

> (Gestion des utilisateurs

> Acces informatique (username/password)
> Mailbox and email address
> Security groups

> Students: automatic
> Employees: web interface or paper formular
> Gestu is integrated in RH and students database
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GESTU

GESTU \ LDAP auth )
LDAP annuaire
Active Directory
Email server
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ﬂ?nefgfnﬁguque A LDAP-auth user

user PAsSWor d: *****xsx*x*x* % %

> dn: ul d=uone, ou=uni | -users, ou=gesu, dc=uni | , dc=ch
>-0obj-ect-Class. top

> obj ect d ass: person

> 0obj ect d ass: organi zati onal Per son
> obj ectd ass: 1 net OrgPerson

> obj ect d ass: posi xAccount

> ul d: uone

> sn: One

> cn: User One

> gl venNane: User

> mall: User.One@i .unil.ch

> ul dNunmber: 10281

> gi dNunber: 10010

> | ogi nShel | : /bin/ksh

> gecos: User One

>-honeDi rectory: /users/uone

>
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cn=ci-g, ou=unil-groups, ou=gesu, dc=unil, dc=ch

obj ect C ass=t op

obj ect A ass=gr oupOf Uni queNanmes

obj ect C ass=posi xG oup

ch=ci - g

descri ption=ci-g

gi dNunber =20001

uni queMenber =ui d=uone, ou=uni | - users, ou=gesu, dc=uni | , dc=ch
uni queMenber =ui d=ut wo, ou=uni | - users, ou=gesu, dc=uni | , dc=ch
uni queMenber =ui d=ut hr ee, ou=uni | - users, ou=gesu, dc=uni | , dc=ch
menber U d=uone

menber U d=ut wo

nenber U d=ut hree
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Q niormatigue AN other LDAP attr

> A LDAP that contains AAI attributres: LDAP attr
> adapt the LDAP schema

> All students and staff: ~15000 entries
> Same dn as LDAP auth
> Implements the following attributes

eduPer sonPri nci pal Nane
sw ssEduPer sonUni quel D
sur Nanme
gi venNane
pr ef erredLanguage
sw ssEduPersonDateOBirth
sw ssEduPer sonGender

mai |

sw ssEduPer sonHoneOr gani zat 1 on

sw ssEduPer sonHoneOr gani zat i onType
eduPer sonAffiliation
.svvl ssEduPer sonSt udyBr anch3
i»" EduPer sonSt udyLevel
EduPer sonSt af f Cat eg@\
sonEntitl enent -
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AAI. Home integration

GESTU \ LDAP auth )

LDAP annuaire

daily transfer of / Active Directory
an XML file _ .

Emalil server

daily update of LDAP attr
each entry




Cliitiiie XML eritry (staff)

<swissEduPerson>

<uid>arootti</uid>

<unilPerNum>485</unilPerNum>

<swissEduPersonUniquelID> </swisseEduPersonUniquelD>
<surName>Rootti</surName>

<givenName>Aregg</givenName>

<swissEduPersonDateOfBirth>19640927 </swissEduPersonDateOfBirth>
<swissEduPersonGender>1</swissEduPersonGender>
<mail>Aregg.Rootti@ci.unil.ch</mail>
<swissEduPersonHomeOrganization>unil.ch</swissEduPersonHomeOrganization>

<swissEduPersonHomeOrganizationType>university </swissEduPersonHomeOrganizationTy
pe>

<swissEduPersonHomeQOrganization>unil.ch</swissEduPersonHomeOrganization>

<swissEduPersonHomeOrganizationType>university </swissEduPersonHomeOrganizationTy
pe>

<eduPersonAffiliation>staff</eduPersonAffiliation>

<swissEduPersonStaffCategory>300</swissEduPersonStaffCategory >

@dggﬁonl; 'tL%ment>Acces—soft@uniI.ch </eduPersonEntitlement>

! . nt>AII—users—portaiI@unil.cMPersonEntitlemenb
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<swissEduPerson>

<uid>ostudent</uid>

<unilPerNum>58573</unilPerNum>

<swissEduPersonUniquelID> </swissEduPersonUniquelD>
<surName>Student</surName>

<givenName>One</givenName>
<swissEduPersonDateOfBirth>19831228</swissEduPersonDateOfBirth>
<swissEduPersonGender>2</swissEduPersonGender>

<mail>0ne. Student@etu.unil.ch</mail>
<swissEduPersonHomeQOrganization>unil.ch</swissEduPersonHomeOrganization>
<swissEduPersonHomeOrganizationType>university </swissEduPersonHomeOrganizationType>
<eduPersonAffiliation>student</eduPersonAffiliation >
<swissEduPersonStudyBranch3>1415</swissEduPersonStudyBranch3>
<swissEduPersonStudyBranch3>1600</swissEduPersonStudyBranch3>
<swissEduPersonStudyBranch3>1700</swissEduPersonStudyBranch3>
<swissEduPersonStudylLevel>1415-10</swissEduPersonStudyLevel>
<swissEduPersonStudylLevel>1600-10</swissEduPersonStudylLevel>
<swissEduPersonStudylLevel>1700-10</swissEduPersonStudyLevel>
ttlement>All-etu@unil.ch</eduPersonEntitlement>
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Q?nefgﬁnqguque LDAP attr : a user (staff)

b

> _dn.ui-d=uone, ou=uni | - users, ou=gesu, dc=uni | , dc=ch
> obj ectC ass: sw ssEduPer son

> cn: User One

> eduPer sonPri nci pal Nane: uone

> swW ssEduPer sonHomeOr gani zat i onType: university
> sW ssEduPersonCGender: 1

> uid: uone
> swW ssEduPer sonHonmeOr gani zati on: unil.ch

> sw ssEduPersonDateO'Birth: 19640821

> swW ssEduPer sonUni quel D. 578067@ni | . ch

> swW ssEduPersonSt af f Cat egory: 300

> eduPersonAffiliation: staff

> sn: One

> eduPer sonEnt

>

>

>

>

>

>

Itlement: Pat-unil @nil.ch
eduPer sonEnt i

|

|

I
| ement: Gesu@nil .ch
eduPersonEntitlenent: G @nil.ch
eduPersonEntitl enent: Argos-users@nil.ch
eduPersonEntitl enent: Acces-soft @nil .ch

: Rect-da-services@nil.ch
Sw tch-oper@nil.ch
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(iiisiae  LDAP attr: a user (student)

dn: ui d=sone, ou=uni.l-="users, ou=gesu, dc=uni | , dc=ch
obj ect O ass..-top
object O ass: person
obj ect C ass: organi zati onal Person
obj ect O ass: 1 net OrgPerson
obj ect C ass: sw ssEduPer son
cn: Student One
eduPer sonPri nci pal Nane: sone
swW ssEduPer sonHoneOr gani zat i onType: university
sw ssEduPer sonGender: 1
ui d: sone
sw ssEduPer sonHonmeOr gani zation: unil.ch
swW ssEduPersonDat e Birt h: 19831224
sw ssEduPer sonUni quel D: 589456@ini | . ch
eduPer sonAffiliation: student
sn: one
eduPersonEntitlenent: All-etu@nil.ch
eduPersonEntitlenment: Etu-Ilett-geographie@inil.ch
sw ssEduPer sonSt udyLevel : 1600- 10
sw ssEduPer sonSt udyLevel : 4905-10
sw ssEduPer sonSt udyLevel : 1415-10
mai .St udent . One@t u. uni |l . ch
smnssEduPersonStudyBranch3 1600
ettt O sEduPer sonSt udyBranch3: 1415
E§, )
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User’s Home Org

Shibboleth
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Shibboleth: origin site

Unil _
Login Server ername

password

HS Url:
https://login.unil.ch/shibboleth/HS

AA Url: \/
https://login.unil.ch/shibboleth/AA
‘ PubCookie module

/ Tomcat + Apache
‘ LDAP attr ] / Linux
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Pubcookie login server

[ LDAP auth ]

username
assword cookie
PubCookie module
redirect
Apache
PubCookie server P
Linux
Apache
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informatique

™

Authentication

> <|f Modul-e-nod | k. c>
> | nclude /etc/httpd/ conf/nod | k. conf

V

>
>
>
>
>
>
>
>
>

</ | f Modul e>

# Pubcooki e Configuration
Pubcooki eAut hTypeNanes EGNet I D
Pubcooki el nacti veExpire -1

Pubcooki eLogin https://login.unil.ch/

<Locati on /shi bbol et h/ HS>
Aut hType EGNet | D

Aut hName " shi bbol et h/ HS"
require._valid-user




Qgefntnr]et_ Origin site: resolver.xm|
Informatique i
-. Attributes

> <SimpleAttributeDefinition id="urn:mace:switch.ch:attribute-
def:swissEduPersonUniquelID" > <DataConnectorDependency requires="directory"/>
</SimpleAttributeDefinition>

> <JNDIDirectoryDataConnector id="directory">
<Search filter="uid=%PRINCIPAL%" >
<Controls searchScope="SUBTREE_SCOPE" returningObjects="false" /></Search>
<Property name="java.naming.factory.initial" value="com.sun.jndi.ldap.LdapCtxFactory"
/>
<Property name="java.naming.provider.url" value="Idap://cati.unil.ch:390/ou=unil-
users,ou=gesu,dc=unil,dc=ch" />
<Property name="java.naming.security.principal" value="uid=xxxxxx,dc=unil,dc=ch" />
<Property name="java.naming.security.credentials" value="xxxxx" />

> </IJNDIDirectoryDataConnector>
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Demo

> Shib Secure page on lita (valid user)

> Shib Secure page on lita (staff)

> Shib Secure page on lita (student)

> Secure page on exptest (staff only)



https://lita.unil.ch/s-shib-valid-user
https://lita.unil.ch/staff
https://lita.unil.ch/student
https://exptest.unil.ch/secure

Fichier Edition Affichage Favoris

Cutils 7

L) Précedente v € ~ |£| |§] __h | ,;._3 Rechercher < Favoris @ Meédia -@"I|

Adresse |@ C\remphaaihaaitindex html

Universite de Lausanne
Centre informatique

nom d'utilisateur

mot de passe

Envoyer

The resource vou requested requires you to
authenticate,

4

Serveur d'authentification

® Cette connexion wous donne accés aux
applications utilisant ce systéme
d'authentification (AAI) durant une
periode de 4 heures,

® ATTENTIOM: Pour protéger wos accés et
eviter un accés non autorisé, la
déconnexion compléte est effectuée en
fermant toutes les fenétres de votre
nawvigateur et en quittant I'application.
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Conclusion

> Installation of Shibboleth-Origin
-> No problem on Linux (RedHat, Debian)

> Two LDAP

> LDAP for authentication
> LDAP for attributes

> Extracting data (XML file) -> easy in our case
> GESTU integrated in RH and Students databases
>"A-single IT team at Unil -> cooperation






