L_I'ﬁAD s

AAIl Pilots projects at the University
of Lausanne

February 2003



m I l UNWERSITE
LAUSANNE

Content of the presentation
S

e 2 pilots projects

e Present situation
— home organization (origin)
— resource (target)

e |Implementation of AAl at Unil
— home organization (origin)
— resource (target)

Demo

First conclusion

Open issues

Next steps
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Pilot project: UNIL-EPFL Common
Services for Students

e Exchange of authentication data regarding students registered at UNIL and EPFL. Use an existing
application: Offre d’'emploi et logement

Replace an existing « bricolage » with Gaspar between UNIL and EPFL
Resource owner: UNIL
Home organizations: UNIL and EPFL
Technical aspects:
- application developed with Informix (Web datablade)
- Web server is Iplanet (migration to Apache ?)
- GASPAR at EPFL
- Basic users attributes are exchanged
e Focus of pilot project
- Resource integration (Shibboleth and Tequila)
- Integration of gaspar (home org.)
- Exchange user attributes between two organizations
e Advantage of this pilot project
- no application development is needed
- limited human resources is needed
- may be started as soon as central AAl is available
- collaboration between EPFL an UNIL on this application already exists



Pilot project: AAIl for students in medicine
o]

Provide an authenticated and controlled access to restricted
databases @ HUG and to list of available courses

Proposed by S. Spahni (HUG)

Resource owner: HUG

Home organization: UNIL and UNIGE
Focus of pilot project

- Integration of UNIL LDAP Authentication
Advantage of this pilot project

— resource already exists

— may be started as soon as central AAl is available

— collaboration between HUG an UNIL on this pilot project has already
been discussed
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Gestion des utilisateurs (before AAl)
o]

GESU \ LDAP auth

GESU - Groupes LDAP annuaire

Active Directory

Email server

L IR 3R 2R
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LDAP user
]

dn: ui d=uone, ou=uni | -users, ou=gesu, dc=uni | , dc=ch
objectCl ass: top

obj ect G ass: person

obj ect G ass: organi zati onal Person

obj ect C ass: 1 net O gPerson

obj ect Gl ass: posi xXAccount

ui d: uone
sn: One
cn: User One

gi venNane: User

mai | : User.One@i .unil.ch

ui dNunber: 10281

gi dNunber: 10010

| ogi nShel | : /bin/ksh

gecos: User One

honeDi rectory: /users/uone
user PaSSVVOI‘d R R i i b i b i i b i i b S
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LDAP Group

Cn=Cl - g, ou=uni
obj ect O ass=t op

obj ect A ass=gr oupO Uni queNanes

obj ect O ass=posi x&G oup

ch=ci-g

descri ption=ci-g

gi dNunber =20001

uni queMenber =ui d=uone, ou=uni | - user s, ou=gesu, dc=uni | , dc=ch
uni queMenber =ui d=ut wo, ou=uni | - user s, ou=gesu, dc=uni | , dc=ch
uni queMenber =ui d=ut hr ee, ou=uni | - user s, ou=gesu, dc=uni |, dc=ch
menber U d=uone

menber U d=ut wo

menber U d=ut hr ee

- gr oups, ou=gesu, dc= ,
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Resource «Emploi et Logement» (before

AAI)

Gpﬂ User
@ Unil User >

[ LDAP auth ]

username
password

Iplanet Web AP| sl

Emploi et Logement

Gaspar
Att@s

Iplanet Web Server

Web DataBlade

Informix

Solaris

4— Authentication

REMOTE_USER

Authorization
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AAIl : Home Organization
c

GESU | LDAP auth

GESU - Groupes LDAP annuaire

Active Directory

Email server

LDAP attr

*
*
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LDAP attr
.

e All students and staff: ~15000 entries

e Implements the foIIowmg attrlbutes

eduPer sonPr al Na
(unot I n the AR SpeC|f|cat|on user Nane)

swi ssEduPer sonUni quel D

sur Nane

gi venNane

sw ssEduPer sonDateO'Birth

sw ssEduPer sonGender

mai |

sw ssEduPer sonHoneOr gani zat i on
sw ssEduPer sonHomeOr gani zat i onType
eduPersonAffiliation

sw ssEduPer sonSt udyBr anch3

sw ssEduPer sonSt udylLevel

swi sseEduPer sonSt af f Cat egory
eduPer sonEnti t| enent



WUImE L 21t
LAUSANNE

LDAP attr : a user entry (staff)
—

dn: ui d=uone, ou=uni | -users, ou=gesu, dc=uni |, dc=ch
objectd ass: top

obj ect Cl ass: person

obj ect Cl ass: organi zati onal Person

obj ect Cl ass: i net O gPerson

obj ect C ass: sw ssEduPer son

cn: User One

eduPer sonPri nci pal Nane: uone

sw ssEduPer sonHomeOr gani zati onType: university
sw ssEduPer sonGender: 1

ui d: uone

sw ssEduPer sonHonmeOr gani zation: unil.ch

swi ssEduPersonDateOBirth: 19640821

swi ssEduPer sonUni quel D. 578067

sw ssEduPer sonSt af f Cat egory: 300
eduPersonAffiliation: staff

sn: One

eduPersonEntitlenment: Pat-unil @nil.ch
eduPersonEntitl ement: Gesu@nil.ch
eduPersonEntitlenment: G @nil.ch
eduPersonEntitl enent: Argos-users@nil.ch
eduPersonEntitl ement: Acces-soft@nil.ch
eduPersonEntitl ement: Rect-da-services@nil.ch
eduPersonEntitl enent: Sw tch-oper@nil.ch

mai | : User.One@i .unil.ch

gi venNane: User
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LDAP attr : a user entry (student)

dn: ui d=sone, ou=uni | -users, ou=gesu, dc=uni |, dc=ch
objectd ass: top
- obj ect Cl ass: person
obj ect Cl ass: organi zati onal Person
obj ect C ass: i net O gPerson
obj ect Cl ass: sw ssEduPer son
cn: Student One
eduPer sonPri nci pal Nane: sone
sw ssEduPer sonHonmeOr gani zati onType: university
sw ssEduPer sonGender: 1
ui d: sone
sw ssEduPer sonHonmeOr gani zation: unil.ch
sw ssEduPer sonDateO Birth: 19831224
swi ssEduPer sonUni quel D. 589456
eduPersonAffiliation: student
sn: one
eduPersonEntitlenment: Al-etu@nil.ch
eduPersonEntitl enent: Etu-lett-hist@nil.ch
eduPersonEntitlenment: Etu-lett@nil.ch
eduPersonEntitlenment: All-users@nil.ch
eduPersonEntitl enent: Etu-lett-geographie@inil.ch
swi sseduPer sonSt udyLevel : 1600- 10
swi ssEduPer sonSt udyLevel : 4905-10
sw sseduPer sonSt udyLevel : 1415-10
mai | : Student.One@tu.unil.ch
sw ssEduPer sonSt udyBranch3: 1600
sw ssEduPer sonSt udyBranch3: 1415
sw ssEduPer sonSt udyBranch3: 4905
gi venNane: Student
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Unil Login server : pubcookie

C User >

1 web page
cookie
/ PubCookie module
redirect
Apache

Linux

[ LDAP auth ]

username
assword

PubCookie server

Apache

Linux
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Shibboleth : Origin site

Unil _
Login Server grname

password

HS Url:
https://teta.unil.ch/shibboleth/HS

AA Url: \/
https://teta.unil.ch/shibboleth/AA
‘ PubCookie module

A?' Tomcat + Apache

Linux

LDAP attr ]
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Shibboleth

User's i Resource Owner
Home Org <—ﬁtials SHIRE
- (5 H] m
HS = | Handle 4 ¢ﬂ Handle 8
User DB » . f::
AA ; SHAR 3
— | Attributes 6 |
) 7¢ ﬂ Attributes
Resource

Manager
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Origin site: httpd.conf
c

<| f Modul e nod j k.c>
| ncl ude /usr/| ocal / apache/ conf/ nod_j k. conf
</| f Modul e>

# Pubcooki e Configuration
Pubcooki eAut hTypeNanmes EGNet | D
Pubcooki el nacti veExpire -1

Pubcooki eLogin https://teta.unil.ch/

<Locati on /shi bbol et h/ HS>
Aut hType EGNet | D

Aut hNane "shi bbol et h/ HS"
requi re val i d-user

</ Locati on>
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Target side: first try

Cware )<

L~

%

C Ujer >

Url of shib-protected pages:
https://pcvidy207a.unil.ch/cgi-bin/printenv
https://pcvidy207a.unil.ch/secure

SHAR

| Shibboleth modules

Apache

Linux \

Authorization
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Target side: httpd.conf
-

SHI REConfi g /opt/shibbol eth/etc/shibbol eth/shibboleth.in
SHI REURL / shi bbol et h/ SH RE

<Locati on /shi bbol et h/ SH RE>

Set Handl er shi b-shire-post </Location>

Shi bMapAttri bute urn: mace: eduPer son: 1. 0: eduPer sonPri nci pal Nanme REMOTE USER

Shi bMapAttri bute urn: mace: eduPer son: 1. 0: eduPersonAffiliation Shib-EP-
Atfiliation affiliation

Shi bMapAttri bute urn: mace: eduPer son: 1. 0: eduPer sonEnti tl ement Shi b- EP-
Entitlenent entitlenent

<Directory "/usr/l ocal /apache/ htdocs/secure">
Aut hType shi bbol eth
require affiliation staff@nil.ch
</Directory>

<Directory "/usr/l ocal/apache/cgi-bin">
Aut hType shi bbol eth
requi re valid-user
Shi bExport Asserti on On

</Directory>
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DEMO
.

e User with affiliation = staff
— https://pcvidy207a.unil.ch/cgi-bin/printenv
— https://pcvidy207a.unil.ch/secure

e User with affiliation = member
— https://pcvidy207a.unil.ch/cqi-bin/printenv
— https://pcvidy207a.unil.ch/secure
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Resource «<Emploi et Logement» (with

AAI)

5[ sHAR | shibboleth modules

Apache AP| =l

Emploi et Logement

- =
Apache

Web DataBlade

Informix

Linux ? (Solaris)

Authentication

>Attri but es

Authorization

Attri butes

\ Authorization
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First conclusion
1

No problems at installation
Resource integration is not a big deal
Home organization needs more work (not due to Shibboleth)
Shibboleth is a great and promising product
— Stable
—- Fast

—  Flexible
— Works on Solaris and Linux

e Good integration of PubCookie and Shibboleth
e TLS : everythingis OK
e The choice of the attributes is good: easy to extract from DB
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Open issues

«
e Attributes

givenName mandatory

attributes are associated with an account; accounts are
associated only to a real person?

eduPersonAffiliation : choices of the home organization

eduPersonAffiliation needs a more detailed
specification
eduPersonPrincipalName : REMOTE USER

swissEduPersonUniqueld
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Open issues
-

e Ressource side
- problem: Linux — Apache — Web DataBlade — Informix
— try with Solaris instead of Linux -> not yet finished
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Open issues

.
e Shibboleth

only 3 attributes are implemented (eduPersonPrincipalName,
eduPersonAffiliation,
eduPersonEntitlement)

write a Java class (origin side) for each attribute -> easy
write a C++ class (target side) for each attribute -> easy
Shib add @unil.ch to some attributes

target implementation not yet available for IS

release of attributes not yet controlled by the user
Attribute Release Policy is rudimentary

Resource Manager (Apache « require ») is rudimentary
How to bypass the WAYF
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Open issues
-

e Tequila

- Not yet the time to try it: but now all the pieces are
ready -> easy

- Shibboleth-origin at EPFL for the pilot ?
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Next steps
]

Use Shibboleth with « Emploi et logement » inside Unil
Implements the AAI attributes in Shibboleth

Wait for the next version of Shibboleth for a better ARP
Try Tequila with EPFL

Use Tequila and (or ?) Shibboleth to access « Emploi et logement »
from EPFL

Open the Shibbolized and (or ?) Tequilized application to the
students of Unil and EPFL

Wait the Shibboleth target implementation @ HUG (2nd pilots)



