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Agenda 

− Introduction (Groups) Inside FHNW 

− Issue 1: authentication for different user groups 

− Issue 2: simple creation of collaboration space 

− Issue 3: End-user choice of ldentity Provider 

− Findings 

− Questions?    
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Inside FHNW 
Vision and high level goals 

Vision (Zielsystem) 

«Inside FHNW unterstützt die Hochschulen 
und das Zusammenwachsen von Prozessen 
und Menschen über Hochschul- und 
Campusgrenzen hinweg, wo immer dies 
sinnvoll erscheint bzw. zur Steigerung von 
Effizienz, Efektivität, Qualität sowie zur 
gemeinsamen Wissenssicherung beiträgt.  

Zeitgemässe Funktionalitäten ermöglichen 
einen fortwährenden Dialog mit und unter den 
Angehörigen der FHNW. Das Portal fördert die 
Organisationkultur, die Partizipation, den 
Wissenstransfer sowie den Austausch 
untereinander als auch mit der 
wissenschaftlichen Gemeinschaft – national 
und international – und schafft dadurch Raum 
für Kreativität.» 
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Übergeordnete Zielsetzung 

− Hohe Unterstützung der FHNW-Angehörigen 
in der Leistungserbringung 

− Strategische Ausrichtung der FHNW-
Angehörigen auf die Ziele der Organisation  

− Stärkung/Förderung einer gemeinsamen 
FHNW-Kultur 

− Identifikation mit der FHNW und ihren 
Hochschulen 

− Nachhaltige Wissenssicherung 

− Förderung der hochschulübergreifenden 
Zusammenarbeit 

«Inside FHNW» is THE central entry 

point to ALL relevant information, tools 

and applications that are integrated 

into the FHNW system landscape.  
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Student 
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Student 

Dozentin Leiter Finance & Controlling 

Guiding principles (1/2) 
 
At the center are the members of FHNW (staff and students) with their 
individual needs  
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Guiding principles (2/2) 
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Key features (stage 1) 

Optimized access to 

existing tools and 

platforms 

«Groups Inside FHNW» 

collaboration platform 

Transparent   

news center 

 

personalized news 

on start page 

people directory FHNW 
search across 

all Inside 

content 

FHNW-«showcase»  
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Groups Inside FHNW: core functionality 

Document collaboration 

Collectively work on 
documents and store them 
in a central location. 

Discussion forum 

Efficient group 
communication. 

Task list 

Plan, assign and 
supervise tasks.  

Group calendar 

Perfect overview of all 
common dates. 

Create collaboration space 

All FHNW members, no 
administrator needed 
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Collaboration spaces: as diverse as the groups 
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    Types of collaboration spaces 

    File share theme group project group 

C
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e 
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calendar X X X 

document library X X X 

discussion forum 

extendable 
according to needs 

X X 

task list X X 

Image gallery 

extendable 
according to needs 

X 

contact list X 

link list X 

Additional functionality 
extendable 

according to needs 

SWITCH AAI TechUpdate / Michael Hausherr, FHNW 13.08.2014 

Users should not be overwhelmed by the full SharePoint functionality in a 
newly created collaboration space, so three templates for different use cases 
have been created: 



Challenge Key factors 

3 groups of users - same technology for all user groups 
- SWITCHaai is strategic focus of FHNW 
- benefit from earlier investments (Kerberos) 
              - simplify SSO with other integrated 
                         applications 

Issue 1: authentication for different user groups 

staff / students  
@ FHNW  

external users 

tertiary education 
community 

  

  

  ! 
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Using ADFS as the gateway between AAI and SharePoint 
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ADFS SharePoint

WS-Federation 

Switch AAI

SAML 2.0

(IdP) 3 4 

2 1 

Authentication Flow 

Protocol 



Requirements Architecture 

- possible for every staff 
  member or student 
- without administrator 
  intervention 
- integrated invitation of 
  external users 

Additional directory (AD) for external users 
 
 
 
 
 
 
 
 
 
 
 

VHO not suitable for this case, because 
comprehensive integration is not possible 

Issue 2: simple creation of collaboration space  
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Implementation 
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AAI user categories at FHNW 

−  «member» group 

−  affiliation: staff, member (max.musterdozent@fhnw.ch) 

−  affiliation: student, member (max.musterstudent@student.fhnw.ch)

−  «affiliate» group 

−  affilation: affiliate (max.musterpartner@guest.fhnw.ch) 
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Requirements Architecture 

- external users should 
  be able to use an AAI- 
  enabled account of their 
  choice to access a 
  collaboration space 

- extendable to include 
  further login scenarios 
  (i.e. Google) at a later 
  stage 

- SharePoint does not need to know about how 
  the user was authenticated 
- ADFS server provides possibility to link 
  different login credentials to the same 
  SharePoint user 
- Self-service app allows user to switch login 
  method (IdP) and re-authenticate himself 

Issue 3: End-user choice of ldentity Provider 
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See also the slides of the 'AAI and ADFS with SharePoint' workshop
https://www.switch.ch/aai/events/adfs-sharepoint-2013/

https://www.switch.ch/aai/events/adfs-sharepoint-2013/


Choosing an alternate authentication provider 
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Alternate Authentication

ReAuthexternal SharePoint SwitchAAI – IdP HSLU

Pr
oc
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s

Attribute Store (SQL)

ReAuth Page

Already logged in

User

Redirect

SharePoint Page

hans.muster@guest.fhnw.ch 

=
hans.muster@hlsu.ch

hans.muster@guest.fhnw.ch

define 
mapping

Redirect to ReAuth Page

ReAuth Page

SharePoint Page

Redirect to 
welcome.inside.fhnw.ch

hans.muster@guest.fhnw.ch 

mailto:Pagehans.muster@guest.fhnw.ch
mailto:Pagehans.muster@guest.fhnw.ch
mailto:welcome.inside.fhnw.chhans.muster@guest.fhnw.ch
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Findings 

− external user integration key success factor for collaboration platform 
(a few hundred accounts in six months) 

− Shibboleth interoperability is good 
−   ADFS (V2.1 in production, V3 in testing) 
−   SAP Enterprise Portal (NW7.4 in production, NW7.3 used before) 

− added complexity (architecture, operation, troubleshooting) 

− important to spread awareness that AAI User is not always a student or 
staff member 

− from an AAI point of view more and more Services will be «hidden» 
behind a portal SP or protocol gateway SP (i.e. ADFS) rather than have 
their own SP 

− some issues with non-browser access (i.e. MS Office applications) left 
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Questions? 
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Contact 

Michael Hausherr 
Business Applications  
Team leader ERP & Collaboration group 
 
+41 56 202 71 56 
michael.hausherr@fhnw.ch 
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