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Agenda

— Introduction (Groups) Inside FHNW

— Issue 1: authentication for different user groups
— Issue 2: simple creation of collaboration space
— Issue 3: End-user choice of Identity Provider

— Findings

— Questions?
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Inside FHNW
Vision and high level goals

«Inside FHNW» is THE central entry
point to ALL relevant information, tools
and applications that are integrated

Into the FHNW system landscape.
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Guiding principles (1/2)

At the center are the members of FHNW (staff and students) with their
individual needs

Austausch-
Student Institutsleiterin

Student

Standortleiter

Wissenschaftliche
Mitarbeiterin

Neue Mitarbeiterin
Forscher

Dozentin Leiter Finance & Controlling
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Guiding principles (2/2)

Supporting collaboration
within interdisciplinary groups —
also with external partners
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Optimized access to
existing tools and

platforms

Key features (stage 1)

people directory FHNW

Fachhochschule
Nordwestschweiz

Inside FHNW DURCHSUCHEN SEITE VEROFFENTLICHEN

News Personen

/ Gruppen

Transparent

news center

personalized news

on start page

"~

FHNW | Personal

Personalmutationen in den zentralen Services per April 2014

7 Wir freuen uns folgende Personen in den Zentralen Services willkommen zu
heissen: Person A, Funktion Person A, Einsatzbereich Persen APerson B,
Funktion Person B, Einsatzbereich Person BPerson C...

Bo Mo men

CURMAT | Cmrhbnshersholest

Insights

Schnellzugriff ‘

ZUSAMMEN | S/LDEN

Kevin studiert an der Hochschule for
wirtschaft FHNW.

Erfahre mehr Giber sein praxisbezogenes
Studium.

Studierendenzahlen per
15.10.2013

Neue Studiengangsleitung
+Higher Education
Management HEM" der
Konferenz der
Fachhochschulen KFH

% ?

Doris Edelmann~

) FREIGEBEN # BEARBETEN .|

search across
all Inside

content

Webleitung FHNW

KoSi

«Groups Inside FHNW»

collaboration platform

Inside-Help
PAS

Projekt Future IT - Informationen

Jobs

Zachbearbeitar/in
Studie~eang:

Professor/in

grine Chemis
Ressourcenruckgewinnun

Co-Leiter/in Institut Weiterbildung und

Beratung (80-100 %]

b mibnorio ran conc

P

FHNW-«showcase»
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Groups Inside FHNW: core functionality

Document collaboration :
Create collaboration space

Collectively work on
i documents and store them q( All FHNW members, no
in a central location. - administrator needed

u‘ Projekt «Auf der griinen Wiesex»

Group calendar

i e R e et % Perfect overview of all
common dates.

Task list

@ Plan, assign and
supervise tasks.

Discussion forum
Efficient group
communication.
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Collaboration spaces: as diverse as the groups

Users should not be overwhelmed by the full SharePoint functionality in a
newly created collaboration space, so three templates for different use cases
have been created:

Types of collaboration spaces

Additional functionality
I s S ————

File share theme group project group

calendar X X X

" document library X X X

o

5 | discussion forum X X

o .

QO |task list X X

o

8 Image gallery extendable X
contact list according to needs extendable X
link list according to needs X

extendable

according to needs
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Issue 1: authentication for different user groups

Challenge Key factors

3 groups of users - same technology for all user groups
- SWITCHaai is strategic focus of FHNW
staff / students - benefit from earlier investments (Kerberos)
@ FHNW SN 7 - simplify SSO with other integrated

\apflications
tertiary education

community BN ZI 2> SVWITCH > aai

/7

external users
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Zentrum

Using ADFS as the gateway between AAI and SharePoint

SharePoint

—)

Switch AAI

(IdP)

Ty

‘ Authentication Flow
) Protocol
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Issue 2: simple creation of collaboration space

Requirements Architecture

- possible for every staff | Additional directory (AD) for external users
member or student

- without administrator staff / students ‘
intervention @ FHNW r)“\

- integrated invitation of  1dP FHNW |
external users

ADFS (WAYF)
external users - FHNW

- HSLU

- BFH

- ZHAW
tertiary education T /

community

VHO not suitable for this case, because
comprehensive integration is not possible
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Implementation

Neuen User-Account erstellen

Erstellen Sie einen neuen User, Das Passwort wird dem User per E-Mail zugestellt.

Varname* Michael Test
MNachname® Hausherr
E-Mail*

User erstellen

-

Meldung von Webseite

Der User wurde erfolgreich angelegt. Der Username ist

l % michael.test.hausherr@guest.fhnw.ch

Gruppen - Neues Element

Vielen Dank, dass Sie "Groups /nside FHNW" verwenden.

thr Gruppenraum wird lhnen in wenigen Minuten zur VerfUgung stehen. Sie erhalten eine E-Mail mit allen wichtigen

Informationen.

Gruppenname *

Beschreibung

Ablaufdatum *

Ansprechperson *

Administratoren *

Mitwirkende

Bitte fillen Sie das Formular vollstindig aus; Felder mit einem Stern (*) sind Pflichtfelder

Fur externe Gruppen-Mitglieder muss zuerst ein FHNW-User-Account eréffnet werden. Sie konnen dies direkt in
diesem Formular Gber die Schaltflache "Neuen User-Account eréffnen” erledigen. Selbstverstandlich kénnen Sie 3
spater weitere Mitglieder in Ihren Gruppenraum einladen.
Schliessen Sie Ihre Gruppenraum-Bestellung mit "Speichern” ab

Geben Sie eine kurze Beschreibung zum Gruppenraum an

13.08.2015 ]
Bitte definieren Sie bis wann der Raum genutzt wird. Mach Ablauf
dieses Datums erhalten Sie die Méglichkeit, die Laufzeit des
Gruppenraums zu verlangern oder ihn zur Archivierung
freizugeben.

Michael Hausherr x
Meuen User-Account erstellen

Diese Person ist die primére Kontaktperson und tragt die
arganisatorische Verantwortung fir den Gruppenraum

Michael Hausherr x

Neuen User-Account erstellen

Diese Personen haben Vollzugriff auf den Gruppenraum und sind
erste Kontaktstelle bei Supportfragen der Gbrigen
Gruppenmitgliedern.

L‘l

Slavisa Karalic x

Neuen User-Account erstellen
Diese Personen dirfen alle Inhalte des Gruppenraumes lesen sowie
neue Inhalte hinzufiigen und bestehende Inhalte bearbeiten
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AAl user categories at FHNW

— «member» group

— affiliation: staff, member (max.musterdozent@fhnw.ch)

— affiliation: student, member (max.musterstudent@student.fhnw.ch)
— «affiliate» group

— affilation: affiliate (max.musterpartner@guest.fhnw.ch)
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Issue 3: End-user choice of Identity Provider

Requirements Architecture

- external users should - SharePoint does not need to know about how
be able to use an AAI- the user was authenticated
enabled account of their | - ADFS server provides possibility to link
choice to access a different login credentials to the same
collaboration space SharePoint user

- Self-service app allows user to switch login
- extendable to include method (IdP) and re-authenticate himself

further login scenarios
(i.e. Google) at a later
stage

See also the slides of the 'AAl and ADFS with SharePoint' workshop
https://www.switch.ch/aai/events/adfs-sharepoint-2013/
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Choosing an alternate authentication provider

Alternate Authentication

external SharePoint

User SharePoint Page

Attribute Store (SQL)

define

hans.muster

SharePoint Page

uest.fhnw.ch

Redirect to

= .
---l‘«welcome.inside.fhnw,ch

to ReAuth Page=J

Informations
Organisations
Zentrum

SwitchAAIl - IdP HSLU

HOCHSCHULE SWITCHe
LUZERN

oheantod | 0 | e | et

ReAuth Page

ReAuth Page

Redirect ol e

0
e
ook ot smmweord? | Changs e e
ou
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Findings

— external user integration key success factor for collaboration platform
(a few hundred accounts in six months)

— Shibboleth interoperability is good
— ADFS (V2.1 in production, V3 in testing)
— SAP Enterprise Portal (NW7.4 in production, NW7.3 used before)

— added complexity (architecture, operation, troubleshooting)

— Important to spread awareness that AAl User is not always a student or
staff member

— from an AAI point of view more and more Services will be «hidden»
behind a portal SP or protocol gateway SP (i.e. ADFS) rather than have
their own SP

— some issues with non-browser access (i.e. MS Office applications) left
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Questions?
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Contact

Michael Hausherr
Business Applications
Team leader ERP & Collaboration group

+41 56 202 71 56
michael.hausherr@fhnw.ch
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