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•  SWITCH is sometimes asked by (commercial) SP admins: 
"Can I get a test account in AAI to test my service?" 

• Why do some SP admins need test accounts? 
– To validate their SP’s behavior also in production environment 

• What's the problem with this request? 
–  (Test) accounts which are not linked to real persons are not allowed in AAI 
– Organisations don't create test identities for people outside their organisation 
– VHO acounts are of limited use for tests and not easy to get 

 
•  Even greater need in Interfederation/eduGAIN context 

– Federation Partners and their suppliers, cloud providers and research 
communities often don't have AAI accounts (yet) to test AAI login on their own 
AAI services 

– GÉANT "Enabling Users" task (led by SWITCH) decided to build eduGAIN 
Access Check service to provide a solution 

What is this presentation about? 
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•  eduGAIN Access Check acts as Identity Provider in eduGAIN 
• Mainly useful for service operators without an own AAI/federated login 

(e.g. commercial cloud providers) but generally for AAI SP admins 

The eduGAIN Access Check Basics 

******* 
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Purpose of eduGAIN Access Check 

• A self-service test account provider within eduGAIN to help 
test access/attribute release to an own federated service 

• Multiple test accounts with varying attribute sets 
– with different profiles to simulate real users (incl. non-ascii characters) 
– with different release policies to simulate different IdP behaviors 

(R&S/CoCo support, missing attributes, all attributes) 

• Restricted use 
– Validated SP admins can use test accounts to access own service only 
– Test account credentials (currently) expire after a few days 
– Attribute set is fixed and values cannot be changed 
– Identities are clearly marked as test identities 
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How does Access Check work? 
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Access Check Screenshots 

https://access-check.edugain.org/ 
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Step 1: Select an AAI Service 
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Step 2a: Send (Admin) Challenge 
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Step 2b: Email Challenge 
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Step 2c: Enter Challenge One Time Token 
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Step 3: Inspect Test Account Profiles 
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Step 4: Initiate Login to Your Service 
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Step 5: Login with Test Account 
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Test Account Profiles 

• eduGAIN Test IdP creates sets of test accounts with: 
– different user profiles (faculty, student, staff), 
– varying set of attributes and values (including non-ascii chars) 

• eduGAIN Test IdP will behave like an average IdP 
regarding attribute release (CoCo, R&S) 

• Test accounts profile customization  
– requester should have the ability to customize attribute values 
– planned for phase II of the service 
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• Currently eduGAIN Access Check can only be used by 
SWITCHaai services that enabled Interfederation/eduGAIN 
support 

• Should localized version of Access Check also be 
included in SWITCHaai? 
– Access Check IdP metadata would be in SWITCHaai metadata 
– Would not be shown in WAYF/Discovery Service by default 

due to standardized "Hide-from-Discovery" entity category in 
metadata. Manually enable in Embedded WAYF or use login link. 

– Would provide SWITCHaai-specific attributes (e.g. uniqueID) 

Access Check also for SWITCHaai? 
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