
Initial request
GET vod_url

Redirect to External authority: Challenge to decrypt encrypted token.
302 https://ext.auth.url/auth.php?enc_token=encrypted&redirect=vod_url

GET https://ext.auth.url/auth.php?enc_token=encrypted&redirect=vod_url

Redirect back to 
SWITCHcast URL

302 vod_url?token=plain

Request with decoded token
GET vod_url?token=plain

does given plain token
correspond to server-side

stored plain token?

Deliver movie
for vod_urlyes

Permission check: 
has current_user 

access to channel_id
or clip_id ?

yes

Show AAI
Login page

POST AAI Login

no

SWITCHcast

External Access Authority, e.g. LMS

- Generate plain and token (random)
- Encode plain, channel_id and clip_id into encrypted token

AAI Login done?

Deliver 403
Permission denied

page

no

yes

no
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OJ - 28.07.2009

decode encrypted token to
channel_id, clip_id, plain


