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Abstract

Well co-ordinatedccesgontrolis acrucialissuefor theVCSproject,re-
quiringanAuthentication/Authorisatiomfrastructurg AAl). SWITCH pro-
posesaone-yeamandateo studyanddesignan AAl thatsuitsthe needsof
the VCS aswell asfurtherprojectswithin universitiesandfor collaborations
with foreigninstitutions.The activities within the scopeof this mandatewill
be fundedby SWITCH. An AAI deploymentwill be proposedn follow-up
mandategointly with theuniversities.

1 Introduction

In the future, the VCS enablesa large numberof peopleto access wide
rangeof servicegprovided by the universitiesover the SWITCH backbone/
Internet.In ary suchervironmentthe questiomaturallyariseshow to grant
accesgo theseindividualsandhow to protectthe servicesfrom akuse. In
generalthisinvolvesatwo-stepprocess

1. Authentication:Verificationof theidentity of the userby examination
of the credentialsoffered (e.g. basedon a combinationof username
andpassword or on a pair of privateandpublic keys)

2. Authorisation:Verificationif theauthenticatediseris allowedto usea
particularservice

Implementatiorof this schemerequiressettingup an AAIl. Here, we may
roughly distinguishorganisationafrom technicalaspects. The former in-
cludesissuedik e policies,guidelinesandintegrationinto the administratve
proces®of auniversityin generabndwill beconsideredn co-operatiomwith
the universities. The latter compriseghe hardwareand software neededo
operateanAAl aswell astheintegrationof new andexisting applications.
It is importantto notethatthis issueis, of course,alsorelevantoutside
the scopeof the VCS project. This meansthat serviceswithin VCS must
be consideredo be equialentto otherservicesrequiringthe samekind of



infrastructure. Furthermore jnteroperabilitywith similar systemsin other
countriesis highly desirable.Therefore the systemdesignanddeployment
of anAAI shouldbeconsideredn abroadercontext.

SWITCH is the placeof choicefor a projectco-ordinatingactiities in
thisfield, basedon thewell establishedelationshipwith the computingser
vicesof all universities.At therecentNovembemeeting,SWITCH got the
supportof GSI-CICUS(GroupedesServicednformatiquesde la Commis-
sion pour I'informatique de la ConferenceJniversitaireSuisse)o take the
leadin theprojectaimingat establishingan AAl for the Swissuniversities.

2 Goal of the Mandate

The goal of the mandates to proposean AAl thatfulfills thefollowing re-
quirements

e Coverstheneedof theVCS

¢ Usefulalsooutsidethe VCS project(internally in a university or for
bilateralprojects)

o Interoperabilitywith similar systemsn Europeandworld-wide
SWITCH plansto launchthetaskslistedbelow in orderto meetthesegoals

Studyonuserrequirementsvithin VCS andthe universities

Overview of existing solutionsandproductsusefulasbuilding blocks
for anAAl

Overview oninternationahctiities in thefield of AAI

Analysisof theresultsandsystemdesignof an AAl

3 Timdine

Theevaluationandsystemdesignis scheduledo take roughlyoneyear For

SWITCH, the AAI topic is soimportantthat we will undertale first steps
alreadyin early2000. Theintentionis to applyfor subsequennandategor

theimplementatiomphasewhichwill beperformedn collaboratiorwith the
Universities.

4 Funding

Activities within the scopeof this mandatereentirelyfundedby SWITCH.
It is expectedthat follow-up mandatedor the deploymentphaseof an AAI
will includeapplicationgor fundingon behalfof the universitiesparticipat-
ing atthatstage.



