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Abstract

Well co-ordinatedaccesscontrolis acrucialissuefor theVCSproject,re-
quiringanAuthentication/AuthorisationInfrastructure(AAI). SWITCHpro-
posesa one-yearmandateto studyanddesignanAAI thatsuitstheneedsof
theVCSaswell asfurtherprojectswithin universitiesandfor collaborations
with foreigninstitutions.Theactivitieswithin thescopeof thismandatewill
befundedby SWITCH.An AAI deploymentwill beproposedin follow-up
mandatesjointly with theuniversities.

1 Introduction

In the future, the VCS enablesa large numberof peopleto accessa wide
rangeof servicesprovidedby theuniversitiesover theSWITCH backbone/
Internet.In any suchenvironment,thequestionnaturallyariseshow to grant
accessto theseindividualsandhow to protectthe servicesfrom abuse. In
general,this involvesa two-stepprocess

1. Authentication:Verificationof theidentity of theuserby examination
of the credentialsoffered(e.g. basedon a combinationof username
andpasswordor ona pairof privateandpublickeys)

2. Authorisation:Verificationif theauthenticateduseris allowedto usea
particularservice

Implementationof this schemerequiressettingup an AAI. Here,we may
roughly distinguishorganisationalfrom technicalaspects.The former in-
cludesissueslike policies,guidelinesandintegrationinto theadministrative
processof auniversityin generalandwill beconsideredin co-operationwith
the universities.The latter comprisesthe hardwareandsoftwareneededto
operateanAAI aswell astheintegrationof new andexistingapplications.

It is importantto notethat this issueis, of course,alsorelevantoutside
the scopeof the VCS project. This meansthat serviceswithin VCS must
be consideredto beequivalentto otherservicesrequiringthesamekind of
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infrastructure. Furthermore,interoperabilitywith similar systemsin other
countriesis highly desirable.Therefore,thesystemdesignanddeployment
of anAAI shouldbeconsideredin abroadercontext.

SWITCH is the placeof choicefor a projectco-ordinatingactivities in
this field, basedon thewell establishedrelationshipwith thecomputingser-
vicesof all universities.At therecentNovembermeeting,SWITCH got the
supportof GSI-CICUS(GroupedesServicesInformatiquesde la Commis-
sion pour l’Informatiquede la ConferenceUniversitaireSuisse)to take the
leadin theprojectaimingatestablishinganAAI for theSwissuniversities.

2 Goal of the Mandate

Thegoalof themandateis to proposeanAAI that fulfills the following re-
quirements

� Coverstheneedof theVCS
� Useful alsooutsidethe VCS project(internally in a university or for

bilateralprojects)
� Interoperabilitywith similarsystemsin Europeandworld-wide

SWITCHplansto launchthetaskslistedbelow in orderto meetthesegoals
� Studyonuserrequirementswithin VCSandtheuniversities
� Overview of existing solutionsandproductsusefulasbuilding blocks

for anAAI
� Overview on internationalactivities in thefield of AAI
� Analysisof theresultsandsystemdesignof anAAI

3 Timeline

Theevaluationandsystemdesignis scheduledto takeroughlyoneyear. For
SWITCH, the AAI topic is so importantthat we will undertake first steps
alreadyin early2000.Theintentionis to applyfor subsequentmandatesfor
theimplementationphase,whichwill beperformedin collaborationwith the
Universities.

4 Funding

Activitieswithin thescopeof thismandateareentirelyfundedby SWITCH.
It is expectedthat follow-up mandatesfor thedeploymentphaseof anAAI
will includeapplicationsfor fundingon behalfof theuniversitiesparticipat-
ing at thatstage.
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