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Agenda 
•  What is Federated Identity Management? 

•  What is a Federation? 

•  The SWITCHaai Federation 

•  Interfederation 
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Evolution of Identity Management 
•  Stone Age 

Application maintains unique credential and identity 
information for each user 

•  Bronze Age 
Credentials are centralized (e.g. Kerberos, LDAP) but 
applications maintain all user identity information 

•  Iron Age 
Credentials and core identity information is centralized and 
application maintains only app-specific user data 
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Federated Identity 
•  Current mechanisms assume applications are within the 

same administrative domain 
•  Adding a user from outside means creating an account within your 

IdM system. This could result in the new user having access to more 
than just the intended application. 

•  Federated Identity Management (FIM) securely shares 
information managed at a users home organization with 
remote services. 
•  Within FIM systems it doesn’t matter if the service is in your 

administrative domain or another.  It’s all handled the same. 
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Federated Identity 
•  In Federated Identity Management: 

•  Identity Providers (IdP) publish authentication and identity information 
about users 

•  Service Providers (SP) consume this information and make it 
available to an application 

•  An IdP or SP is generically known as an entity 

•  The first principle within federated identity management is 
the active protection of user information 
•  Protect the user’s credentials 

• only the IdP ever handles the credential 

•  Protect the user’s identity information, including identifier 
• customized set of information released to each SP 
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What does it do for me? 
•  Reduces work 

•  Authentication-related calls to Penn State University’s helpdesk 
dropped by 85% after they installed Shibboleth 

•  Provides current data 
•  Studies of applications that maintain user data show that the majority 

of data is out of date.  Are you “protecting” your app with stale data? 

•  Insulation from service compromises 
•  In FIM data is pushed to services as needed.  If those services are 

compromised the attacker can’t get everyone’s data. 

•  Minimize attack surface area 
•  Only the IdP needs to be able to contact user data stores.  All effort 

can be focused on securing this one connection instead of one (more) 
connection per service. 
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Some other gains 
•  Users generally find the resulting single sign-on experience 

to be nicer than logging in numerous times. 

•  Usability-focused individuals like that the authentication 
process is consistent regardless of the service accessed. 

•  A properly maintained federation drastically simplifies the 
process of integrating new services. 
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What is a Federation? 
•  A group of organizations running IdPs and SPs that agree 

on a common set of rules and standards 
•  It’s a label for people to talk about such a collection of organizations 
•  An organization may belong to more than one federation at a time 

•  The grouping can be on a regional level (e.g. SWITCHaai) 
or on a smaller scale 
(e.g. large campus) 

•  IdPs and SPs 
‘know’ nothing about 
federations 
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What are these rules of which you speak? 
•  Technical Interoperability 

•  Supported protocols 
•  User authentication mechanisms 
•  User attribute specifications 
•  Accepted X.509 certificates 

•  Legal Interoperability 
•  Membership agreement/contract 
•  Federation operation policies 
•  Requirements on identity management practices 

•  Others 
•  Common/best operational practices 
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What does a Federation do? 
•  At a minimum a federation maintains the list 

of which IdPs and SPs are in the federation 

•  Most federations also 
•  define agreements, rules, and policies 
•  provide some user support (documentation, email list, etc.) 
•  operate a central discovery service and test infrastructure 

•  Some federations 
•  provide self-service tools for managing IdP and SP data 
•  install IdPs and SPs for members 
•  provide application integration support 
•  host or help with outsourced IdPs 
•  provide tools for managing “guest” users 
•  develop custom tools for the community 
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Federation Metadata 
•  An XML document that describes every federation entity 
•  Contains 

•  Unique identifier for each entity known as the entityID 
•  Endpoints where each entity can be contacted 
•  Certificates used for signing and encrypting data 

•  May contain 
•  Organization and person contact information 
•  Information about which attributes an SP wants/needs 

•  Metadata is usually distributed by a public HTTP URL 
•  The metadata should be digitally signed 
•  Bilateral metadata exchange scales very badly 

•  Metadata must be kept up to date so that 
•  New entities can work with existing ones 
•  Old, or revoked, entities are blocked 
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SWITCHaai: An Example Federation (1) 

•  SWITCH consults 
with two bodies 
•  Advisory Committee 

deals with policies and 
legal framework 

•  Community Group deals 
with technical/operational issues 

•  Two classes of SWITCHaai Participants 
•  SWITCH Community 

• Organization fits the definition from the SWITCH Service Regulations 
•  Federation Partner 

• Organization sponsored by a SWITCHaai Participant from the SWITCH 
Community 

12 
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SWITCHaai: An Example Federation (2) 

•  SWITCH operates the SWITCHaai Federation 
•  AAI is a Basic Service for the SWITCH Community 
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SWITCHaai: Rules, Policies, & Agreements 
•  SWITCHaai Service Description (includes the Policy) 

concepts and rules for all entities in the federation 

•  Federation Partner Agreement 
legal contract between SWITCH and federation partner 

•  Certificate Acceptance Policy 
policy certificates accepted by the federation 

•  AAI Attribute Specification 
minimum set of core and optional attributes supported 
by federation entities 

14 
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SWITCHaai: The Legal Framework 
Federal Law, Cantonal Law!
(e.g. data protection)!

SWITCHaai Service Description!
(includes Policy)!

Service Regulations!

Federation Partners!

Org n!

SWITCH Community!

Federation Partner 
Agreement & GTC!

Org 1!

User Regulations!

Org 2!

User Regulations!

Org ...!

User Regulations!

SWITCH!

15 
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SWITCHaai: Services Provided 
•  Rules, policies and agreements 
•  Documentation: installation/migrations guides, HowTos 
•  Call-in helpdesk and support mailing list 
•  Centralized Services 

•  Discovery Service 
•  Resource Registry (metadata management) 
•  Virtual Home Organization (VHO) 
•  Attribute Viewer 
•  Group Management Tool 

•  uApprove Shibboleth IdP plugin 
•  Test federation 
•  Some application integration support 
•  Training 
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SWITCHaai: Status Spring 2012 
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Interfederation!
•  Users get access to services 

registered only in other federations 

•  eduGAIN is the 
Interfederation Service of GÉANT  

•  Rules and Guidelines regarding 
international data protection 
are still under debate 

18 
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Interfederation (2) 19 

http://switch.ch/aai/interfederation 

 10 / 118



SWITCHaai Team 
aai@switch.ch 

AAI Login Demo 

Basel, 29. August 2012 

© 2012 SWITCH 

Agenda 

•  Illustration of protocol flow 
SAML2, Web Browser SSO 

• Live demonstration 
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Protocol 
Flow 

3 

http://www.switch.ch/aai/demo/ 

IdP SP 

© 2012 SWITCH 

Phase 1 

 
 
First access to the Service Provider and Identity 
Provider discovery 
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Phase 1 

SP IdP 

© 2012 SWITCH 

First access to the Service Provider and 
Identity Provider discovery 

�  The user opens a web browser and accesses the Service 
Provider. 

6 

�  The user is redirected to the Discovery Service by the 
Service Provider. Consequently, the web browser sends 
a new request to the Discovery Service. 

�  On the Discovery Service page, the user submits the 
Identity Provider selection. 

�  The Discovery Service answers with the web page that 
allows the user to select an Identity Provider. 

�  The Discovery Service sends a redirect to the SP return 
destination, including the IdP selection. 

 13 / 118



© 2012 SWITCH 

Phase 2 

 
 
Session initiation and authentication request 
 

7 
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Phase 2 

8 

SP IdP 
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SAML AuthN Request 
Plain HTML: 
 
<html>  
  <body onload="document.forms[0].submit()">  
    <form method="POST" action="https://aai-demo-idp.switch.ch/idp/profile/SAML2/POST/SSO">"
      <input type="hidden" name="RelayState" value="ss:mem:23e3a3b1268acd89dc226bb1ce0d0c6ba7ecf773"/>"
      <input type="hidden" name="SAMLRequest"  
          value="PHNhbWxwOkF1dGhuUmVxdWVzdCB4bWxuczpzYW1scD0idXJuOm9hc2lzOm5h..."
          ...YXRlPSIxIi8+PC9zYW1scDpBdXRoblJlcXVlc3Q+"/>  
    </form>  
  </body>  
</html>"
 

SAML AuthN Request (Base64 decoded) 
 
<samlp:AuthnRequest xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"  
    AssertionConsumerServiceIndex="1"  
    Destination="https://aai-demo-idp.switch.ch/idp/profile/SAML2/POST/SSO"  
    ID="_f2f27516ec08af29501c749629b119d3"  
    IssueInstant="2008-02-27T12:17:40Z"  
    Version="2.0">  
  <saml:Issuer xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">  
    https://aai-demo.switch.ch/shibboleth  
  </saml:Issuer>  
  <samlp:NameIDPolicy xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"  
      AllowCreate="1"/>  
</samlp:AuthnRequest>"

9 
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Session initiation and authentication request 

�  The browser is redirected to the Service Provider by the 
Discovery Service. 

10 

�  The session initiator of the Service Provider creates an 
authentication request and returns it within an auto-
submit-post-form to the browser. 

�  The browser posts the SAML AuthN Request 
automatically to the Identity Provider using JavaScript. 
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Session initiation and authentication request 

11 

�  The Identity Provider checks the authentication request. 
Because the user hasn’t yet been authenticated, the 
Identity Provider sends a redirect to the appropriate login 
page (usually: Username/Password). 

© 2012 SWITCH 

Phase 3 

 
 
Authentication, attribute statement and access 
 

12 
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Phase 3 

SP IdP 

© 2012 SWITCH 

SAML Assertion + Attribute Statement 

Plain HTML 
 
<html xml:lang="en">"
  <body onload="document.forms[0].submit()">"
    <form action="https://aai-demo.switch.ch/Shibboleth.sso/SAML2/POST" method="post">"
      <div>"
        <input type="hidden" name="RelayState" value="ss:mem:23e3a3b1268acd89dc226bb1ce0d0c6ba7ecf773"/>"
        <input type="hidden" name="SAMLResponse""
            value="PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0iVVRGLTgiPz4KPHNhbWxwO8..."
            ...vbj0iW1scDVlc+PC9zYW1scRGLsTgiPz4KPlc3U+"/>"
      </div>"
    </form>"
  </body>"
</html>"

14 
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SAML Assertion + Attribute Statement 

SAML Assertion + Attribute Statement, decrypted (Base64 decoded) 
 

<saml:Assertion ...>"
  <saml:Issuer ...>"
    https://aai-demo-idp.switch.ch/idp/shibboleth"
  </saml:Issuer>"
  <saml:Subject ...>"
    <saml:NameID ...>"
      _e7b68a04488f715cda642fbdd90099f5"
    </saml:NameID>"
    [...]"
  </saml:Subject>"
  [...]"
  <saml:AuthnStatement ..."
      AuthnInstant="2008-02-27T12:20:06.991Z""
      SessionIndex="4m2ETlKYtvbNEmBzVNo3UHLuKSdo3HqTUqAmeZiar94=""
      SessionNotOnOrAfter="2008-02-27T12:50:06.991Z">"
    [...]"
  </saml:AuthnStatement>"
  <saml:AttributeStatement ...>"
    [...] (Attributes)"
  </saml:AttributeStatement>"
</saml:Assertion>"
"

15 
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Authentication, attribute statement and 
access 

16 

�  The user types his username and password credentials 
and submits them to the Identity Provider. 

	  The Identity Provider verifies the credentials. If 
authentication succeeds, the IdP issues an assertion for 
the SP and returns it within an auto-submit-post-form to 
the browser. 

	  The web browser immediately posts the SAML Assertion 
to the Service Provider with use of Javascript 
automatically. 

	  The Service Provider processes the SAML assertion 
including the authentication and attribute statements. 
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Authentication, attribute statement and 
access 

17 


  Finally, the Service Provider starts a new session for the 
user and redirects the user to the previously requested 
resource. 
 
Now, the user is authenticated and gets access to the 
resource depending on the access rules configured for 
the resource. 

© 2012 SWITCH 

Accessing multiple SPs 

18 

DS  
 

Dokeos 
E-Learning 

2 

1 
3 

4 

Credentials 

5 

6 
7 

Neptun 
Store 

IdP: Identity Provider 
SP: Service Provider 
DS: Discovery Service 

10 
11 

8 
9 

 
Home 

Organization 

SP 

SP 

IdP 

   Assertion 

   Assertion 

No re-authentication required 
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Live Demo 

19 

Detour

 
 
 
 
 
 
 
 

https://www.switch.ch/aai/demo/ 
 

© 2012 SWITCH 

Links 

 
The AAI Demo shows how AAI works. 
    https://www.switch.ch/aai/demo/ 
 
 
The AAI Attribute Viewer shows which attributes are 
released by an Identity Provider. 
    https://aai-viewer.switch.ch/ 

20 
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AAI Attributes


Beatrice Huber

bea.huber@switch.ch


Basel, 29.August 2012 

© 2012 SWITCH 

Agenda 

2 

 

• attribute usage 

• attribute scope 

• user identifier attributes 
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Attribute usage 

3 

•  identification 

• authorisation 
! Access decision based on attribute values  

!  individual or role based access control 

• additional user information  
! Portal personalization e.g. preferred language 

• accounting 

 

 

© 2012 SWITCH 

Attribute scopes 

4 

• Standardized 

• SWITCHaai 
! Core 

! Other 

• Local 
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Attribute examples 

5 

Local scope: 
 
Group membership at the Uni Lausanne 
 
SAML1 Name: 
urn:mace:switch.ch:SWITCHaai:unil.ch:unilMemberOf 
 
SAML2 Name:  
urn:oid:2.16.756.1.2.5.1.1.1003 
 

© 2012 SWITCH 

Attribute examples 

6 

SWITCHaai scope: 
 
Study branch 1 (swissEduPersonStudyBranch1) 
Study branch of a student, first level of classification 
 
SAML1 Name:  
urn:mace:switch.ch:attribute-def:swissEduPersonStudyBranch1 
 
SAML2 Name:  
urn:oid:2.16.756.1.2.5.1.1.6 
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Personal 
Unique Identifier 
Surname 
Given name 
E-mail 
Persistent ID 
User ID 
Matriculation number 
Employee number 
Address(es) 
Phone number(s) 
Preferred language 
Date of birth 
Card UID 

Group Membership 

Home Organization Name 
Home Organization Type 
Affiliation 
 

 
Study branch 
Study level 
Staff category 
Group membership 
Organization Path 
Organizational Unit Path 

SWITCHaai Attributes 

Implementation of Attributes 
!  Core Attributes 
!  Other Attributes 

AAI Attribute Specification: http://switch.ch/aai/attributes 

© 2012 SWITCH 

swissEduPerson definition 

swissEduPerson person 

orgPerson 

InetOrgPerson 

eduPerson 

additional 
attribute 
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Standardized Attributes 

• Relevant for communication with entities from other 
federation via eduGAIN (or on bilateral basis) 

9 

Friendly name Defined in Example 

displayName eduPerson Beatrice Huber 

common name (cn) eduPerson Beatrice Huber 

mail eduPerson bea.huber@switch.ch 

eduPersonAffiliation 
eduPersonScopedAffiliation 

eduPerson 
 

staff 
staff@switch.ch 

schacHomeOrganization SCHAC switch.ch 

schacHomeOrganizationType SCHAC urn:mace:terena.org:schac:home
OrganizationType:int:NREN 

© 2012 SWITCH 10 

User identifier attributes 

• Using account linking, the data is worth even more. 

Unique ID: 
123@example.org 
Email address: 
... 

Service Provider A 

Unique ID: 
123@example.org 
Birthdate: 
... 

Service Provider B 

Unique ID 
Email address 
Birthdate 
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persistent ID (eduPersonTargetedID) 

Example persistent ID 
https://idp.example.org/idp/shibboleth!  
https://sp.example.org/shibboleth!  
f74698d6-854c-480c-b566-702006318cc3c  
"

Targeted ID: 
cbccc928-...8510c 
Email address: 
... 

Targeted ID: 
54a5d1af-...6c1d3 
Birthdate: 
... 

? 

Service Provider A Service Provider B 

© 2012 SWITCH 12 

Email vs persistent ID vs Unique ID 

 Properties Email Unique ID persistent ID 

scoped ! ! ! 

persistent ! ! ! 

opaque " ! ! 

non-reusable " ! ! 

targeted " " ! 

revocable " " ! 
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SWITCHaai Team 
aai@switch.ch 

Introduction to Shibboleth 

© 2012 SWITCH 

Agenda 
•  What is Shibboleth? 

•  IdP/SP Communication 

•  Shibboleth 1 & 2 
 
•  Support Resources 
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Shibboleth – Origin and Consortium 
•  The Origin 

•  Internet2 in the US launched the 
open source project 

•  The name 
•  Word Shibboleth was used to  

identify members of a group 

•  The standard 
•  Based on Security Assertion  

Markup Language (SAML) 

•  The Consortium 
•  The new home for Shibboleth development 
•  collect financial contributions 

from deployers worldwide 

3 

http://shibboleth.net 

© 2012 SWITCH 

What is Shibboleth? 
•  Technically it’s a project group, like Apache or Eclipse, 

whose core team maintains a set of software components 

•  Most people think of it as the set of software components 
•  OpenSAML C++ and Java libraries 
•  Shibboleth Identity Provider (IdP) 
•  Shibboleth Service Provider (SP) 
•  Shibboleth Discovery Service (DS) 
•  Shibboleth Metadata Aggregator (MA) 

•  Taken together these components make up a federated 
identity management (FIM) platform. 

•  You might also think of Shibboleth as a multi-protocol 
platform that enforces a consistent set of policies. 
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The Components 5 

Discovery 
Service 

anywhere 

@ home 
organization 

@service 
organization 

Service 
Provider 

Authentication 
System 

User 
Information 

Identity 
Provider 

© 2012 SWITCH 

Shibboleth Components: Identity Provider 
•  What is it? 

•  A Java Servlet (2.4) web application 

•  What does it do? 
•  Connects to existing authentication and user data systems 
•  Provides information about how a user has been authenticated 
•  Provides user identity information from the data source 
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Shibboleth Components: Service Provider 
•  What is it? 

•  mod_shib: A C++ web server (Apache/IIS) module 
•  shibd: A C++ daemon - keeps state when web server processes die 

•  What does it do? 
•  Optionally initiates the request for authentication and attributes 
•  Processes incoming authentication and attribute information 
•  Optionally evaluates content access control rules  

7 

© 2012 SWITCH 

Shibboleth Components: Discovery Service 
•  What is it? 

•  A Java Servlet (2.4) web application 

•  What does it do? 
•  Asks the user to select their home organization from a list 

8 

See also an Alternative Implementation: http://switch.ch/aai/wayf 
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Terminology (1) 
•  SAML - Security Assertion Markup Language 

The standard describing the XML messages sent back and 
forth by the Shibboleth components (two versions: 1.1, 2.0) 

•  Profile - Standard describing how to use SAML to 
accomplish a specific task (e.g. SSO, attribute query) 

•  Binding - Standard that describes how to take a profile 
message and send it over a specific transport (e.g. HTTP) 

•  Front-channel - A binding that sends message through a 
user’s browser via redirects or form posts 

•  Back-channel - A binding where the entities connect 
directly to each other 

9 

© 2012 SWITCH 

Terminology (2) 
•  entityID - Unique identifier for an IdP or SP 

•  Assertion - The unit of information in SAML 

•  NameID - An identifier by which an IdP knows a user 

•  Attribute - A named piece of information about a user 

10 
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Shibboleth Supported Profiles 
•  SAML 1 

•  Shibboleth SSO 
•  Attribute Query 
•  Artifact Resolution 

•  SAML 2 
•  SSO 
•  Attribute Query 
•  Artifact Resolution 
•  Enhanced Client 
•  Single Logout  (SP-only) 

11 

https://wiki.shibboleth.net/confluence/display/DEV/Supported+Protocols 

•  Discovery 
•  Shibboleth 1 Discovery (WAYF) 
•  SAML 2 Discovery Service 

© 2012 SWITCH 

Shibboleth Communication Flow: Shibboleth 1 12 
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Problems with Shibboleth 1 SSO Flow 
•  The SP does not know which IdP will receive its request 

and so it can not tailor the authentication request 
•  Which protocol to use? 
•  Which keys to use for encryption? 

•  The IdP must have a second SSL port in order for the SP 
to make its attribute query (attribute pull model) 
•  Twice the number of crypto operations 
•  Two request/response pairs for every authentication 

13 

© 2012 SWITCH 

Shibboleth Communication Flow: Shibboleth 2 SSO 14 

 33 / 118



© 2012 SWITCH 

Odds and Ends 
•  Shibboleth knows nothing about federations, 

it just consumes metadata in order to: 
•  locate the entity to which messages are sent 
•  determine what protocols the entity supports 
•  determine what signing/encryption keys to use 

•  The IdP is CPU bound, unlike most web apps 
•  No support for crypto-acceleration currently 
•  Support for clustering though 

15 

© 2012 SWITCH 

Shibboleth 1.3 to 2.X migration 
•  Shibboleth 2 is backwards compatible with 1.3 

•  Obviously new SAML 2 features don’t work with Shibboleth 1.3 

•  Entity’s should embed their certificates in their metadata 
•  This is required in order to support SAML 2 encryption 

•  The Shibboleth team recommends URLs for entityIDs 
•  IdP entityID: https://HOSTNAME/idp/shibboleth!
•  SP entityID: https://HOSTNAME/shibboleth!
•  These URLs can then be used to get the metadata for the entity 

16 
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SP Migration: Attribute Names 
•  Version 1.3 placed attributes in HTTP Headers 

 
HTTP_SHIB_EP_AFFILIATION             staff 
HTTP_SHIB_INETORGPERSON_GIVENNAME    Lukas 
 

•  Version 2.0 (when using Apache) places attributes in 
server environment and uses slightly different names as a 
result 
 
Shib-EP-Affiliation              staff 
Shib-InetOrgePerson-givenName    Lukas 

 
•  Version 2.0 supports the old method but the new method 

guarantees that information can not be spoofed 

17 
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Support Resources 
•  First, check with your Federation 

•  http://switch.ch/aai/support/documents 
•  http://switch.ch/aai/support/help 

•  Shibboleth Wiki 
•  https://wiki.shibboleth.net/confluence/display/SHIB2 

•  Shibboleth User’s Mailing List Archive 
•  http://marc.info/?l=shibboleth-users 

•  Shibboleth User’s Mailing List 
•  http://shibboleth.net/community/lists.html 

18 
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Resource Registry 
How to manage Federation metadata and other descriptions 

SWITCHaai Team 
aai@switch.ch 

© 2012 SWITCH 

The Initial <Problem> 

2 

Shibboleth needs SAML 2 metadata to know all entities! 
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Difficulties and Goals 

! Editing XML files by hand is error-prone and clumsy 
! Managing the federation metadata by hand is cumbersome 
! Legal processes should be technically supported 
! Multiple federations must be managed 
A web-based tool to solve these problems! 
 
Goals for such a Tool: 
! Scalable metadata management 
! Support administrative processes 
! Provide auxiliary functions to support federation 
! As little overhead as possible 

© 2012 SWITCH 

The AAI Resource Registry 

4 Web: https://rr.aai.switch.ch!
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Resource Registry Processes 

Before an SP/IdP description becomes part of federation  
metadata, it must be approved by an authority first 

© 2012 SWITCH 6 

Roles in the Resource Registry 
!  Resource Registry Administrator 

SWITCH staff members. Can edit/delete everything 

!  Home Organisation Administrator 
User that can manages the description/metadata of an organisation 
!  Attribute Administrator 

Subset of privileges of Home Organisation administrator 
User that can change the attribute release policy of an organisation 

 
!  Resource Administrator 

Creates and manages descriptions of AAI services/Service Providers 

!  Resource Registration Authority Administrator 
Approves descriptions of AAI services/Service Providers 
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Output of Resource Registry 
!  Metadata, see http://www.switch.ch/aai/metadata/ 
!  Configuration files for IdPs and SPs (shibboleth2.xml, …) 
!  Helpdesk webpage shows contact personse/helpdesk for your SP 

 
!  Public Resource list, see http://www.switch.ch/aai/participants/ 

© 2012 SWITCH 8 

Live Demonstration 
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Embedded WAYF 
Integration of the Discovery Service into a service 

SWITCHaai Team 
aai@switch.ch 

© 2008 SWITCH 2 

The Problem 

In a federated environment, the user has to declare 
where he wants to authenticate. 

The easiest way is to ask the user “Where Are You From?” 
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Solution 1: Central WAYF 

! The classic way: One WAYF per Federation 

© 2008 SWITCH 4 

Centralized WAYF: Considerations 

!  “The WAYF is the worst possible way of doing IdP 
Discovery except for all the others” (Scott Cantor, SP developer) 

! Very convenient for Resource administrators 
No deployment, installation or maintenance needed 

! User statistics can be generated for federation 
! User has to select his IdP only once per session 

" Yet another domain the user comes across 
" Another custom look & feel 
" No controls regarding IdPs that are displayed  
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Solution 2: Distributed WAYF 

! More and more used: One WAYF per Resource 

© 2008 SWITCH 6 

Distributed WAYF: Considerations 

!  Mostly e-learning administrators of larger resources want best 
usability and look&feel for their user 

! Complete control for Resource administrators 
Limit IdPs to relevant ones, adapt look&feel, integrate into resource 

! No redirects to another host 
! One click less when optimally integrated 

" Integration/Implementation/Maintenance work for admins 
" No federation user statistics 
" User may have to choose IdP for each resource again  
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Distributed WAYF Example  

© 2008 SWITCH 8 

! A separate login link for specific IdPs 
! 1 click direct redirect to IdP without going via WAYF 
! Useful when only users of few IdPs use resource 

Example: 

2.b Direct Login URLs 

" https://aai-viewer.switch.ch/ 
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Composing Login URLs 

http://www.switch.ch/aai/support/serviceproviders/sp-compose-login-url.html 

© 2008 SWITCH 10 

Solution 3: Embedded WAYF 

! The new idea: Embed WAYF on Resource, customize look 
  and feel but effectively still transparently  

 use central WAYF 

 44 / 118



© 2008 SWITCH 11 

How the embedding works 

! Works like Google Ads :-) 
! Embedd 2 JavaScripts: 

! Configurator Script 
"  Influences look and feel (colors, size, etc.) 
"  Excludes IdPs from list 
"  Add IdPs from other federations 

! Logic Script 
"  The same URL for all instances of the embedded WAYF 
"  Generated by and loaded from central WAYF 
"  Cookies from central WAYF can be read this way! 

This allows IdP preselection or direct redirection 

© 2008 SWITCH 12 

Embedded WAYF Example  

Instructions: 

1.  Copy & paste sample 
HTML code to your web 
page 

2.  Adapt at least 3 settings 

3.  Done 

What you get: 

Always up-to date, fully 
customizable, self-maintained, 
1 click-saving Discovery 
Service 

Example: 
 https://ilias.unibe.ch/ 
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Embedded WAYF: Considerations 

!  Use advantages of central and distributed approach 

!  Complete control for Resource administrators 
Limit IdPs to relevant ones, adapt look&feel, integrate into resource 

!  No redirects to another host 
!  Saves at least one click 
!  Very convenient for Resource administrators 

No deployment, installation or maintenance needed 
!  User statistics can be generated for federation 

"  (User needs Javascript enabled or use alternative fallback) 
"  (Central WAYF must be well secured and high available) 

" http://www.switch.ch/aai/support/serviceproviders/sp-embedded-wayf.html 

© 2008 SWITCH 14 

Alternative I: Embedded Discovery Service 

! Works like Embedded WAYF  
! Independent from a central 

service 
! Requires Shibboleth SP >= 2.4 
! Search-as-you-type or select 

from list 
! JS, CSS and HTML only 
! Very easy to customize 
 

" https://wiki.shibboleth.net/confluence/display/EDS10/Embedded+Discovery+Service 
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Alternative II: Disco Juice 

! Very comprehensive 
Discovery Service 

!  Well suited for services 
with users from many 
IdPs 

! Search-as-you-type only 
! Uses Geo IP and metric 

to guess user’s IdP 
! Based on PHP and JS 

" http://discojuice.org/ 
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SWITCHaai Team 
aai@switch.ch 

Virtual Home Organization & Guest Login 

© 2012 SWITCH 

Agenda 

Motivation & Context 
 
SWITCH VHO Service 
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Motivation & Context 

Problem 
•  Resource (SP) configured to only accept AAI users 
•  Users from outside the federation need access to the resource 

3 

SWITCHaai Federation" a special IdP in the SWITCHaai federation 

? 

Solution 
•  Resource owner manages these users in the 

Virtual Home Organization (VHO) 

© 2012 SWITCH 

Agenda 4 

1 

2 

3 

4 

Motivation & Context 
 
SWITCH VHO Service 
 
VHO Administration Tool 
 
Guest Login 
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SWITCH VHO Service 
•  Targeted end user groups 

•  Attendees of a further education or other training 
•  Collaboration projects from private companies or foreign universities, 

which are not in the SWITCHaai federation 

•  Resource owners can manage 
end user accounts themselves 

5 

© 2012 SWITCH 

6 Service Subscription Process 
Unit 

Manager 
Resource 

Admin Enduser 
SWITCH 

AAI 
VHO 
Tool 

Fill out & Sign 
Subscription 

Form 

Sign 
Subscription 

Form 

Service Request 

VHO 
Policy 

Subscription 
Form 

Subscription 
Form 

Create Group 

Create Initial 
Admin 

Invitation 

Invite Admins 

Manage 
Users 

Credentials 
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Agenda 7 

1 

2 

3 

4 

Motivation & Context 
 
SWITCH VHO Service 
 
VHO Administration Tool 
 
Guest Login 
 
 

© 2012 SWITCH 

VHOtools - Key functionalities 
•  Administrator services 

•  Manage one or more groups, which can be structured hierarchically 
•  Define description for each group (support contact, mail templates) 
•  Create new user accounts with some AAI attributes (E-Mail, 

entitlement, …) 
•  Modify, delete and expire user accounts (incl. password resets) 
•  Import and export of user lists 
•  View group statistics 
•  Account expiration reminder 

•  End user services 
•  Login 
•  User self-service password changes 
•  Support information 
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Screenshots administration tool (1) 9 

search users sort by any 
attribute 

predefined 
actions 

user�s state 
indicator 

paged users list 
& custom views 

dates: creation, last 
modification, last 
login, expiration 
& custom info 

shortcuts to: 
edit, expire, 

delete & 
password reset 

© 2012 SWITCH 

Screenshots administration tool (2) 10 

Create or modify 
user accounts 
using web forms... 
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Screenshots administration tool (3) 11 

...or easy mass user creation by file upload 

© 2012 SWITCH 

Screenshots administration tool (4) 12 

Customize e-mail templates for 
'new user' or 'reset password' 
notifications 

Define custom views 
for the list of users 
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Screenshots administration tool (5) 13 

Account expiration 
reminder notification 

We want to inform you, that the following accounts 
will expire within the next 6 weeks: 
 
expiration date    | user account 
--------------------------------------- 
Tue, 03. Jun. 2008 | dga-user10 
Wed, 11. Jun. 2008 | dgb-user56 
                   | dgb-user82 

© 2012 SWITCH 

VHOtools demo access  
SWITCH provides a demo access to the VHOtools 
with some dummy group and user entries. 

 
Try it out yourself! 

 https://tools.test.vho-switchaai.ch/ 
choose this organisation  
      Test Virtual Home Organisation 
use these credentials 

 username: switch-demoadmin(AAITest)  
 password: demoadmin 

 
For further information 

 http://switch.ch/aai/vho/ 
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Agenda 15 

1 

2 

3 

4 

Motivation & Context 
 
SWITCH VHO Service 
 
VHO Administration Tool 
 
Guest Login 
 
 

© 2012 SWITCH 

Why a Guest Login? 

•  Some AAI Services have users from outside the federation 

•  Resource owner does not want to manage guest accounts 
in a VHO-group; or doing so would not scale 

•  Self-registered user accounts with self-provided user 
attributes are acceptable for the service 
•  no verification at all for given name and surname 
•  e-mail address only verified on registration 
➡ Do not rely on the quality of Guest Login user data! 

•  SWITCH needed a scalable Guest Login 
for the SWITCHtoolbox service 

16 
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Audience for Guest Login? 

•  Guest Login is only usable for Service Providers in the 
•  SWITCHaai Federation 
•  AAI Test Federation 

•  Service Providers have to specifically enable Guest Login 
•  Follow these instructions; in fact it’s a ‘bilateral configuration’ 

➡  Guest Login is not part of the SWITCHaai Federation 
metadata since its self-registered user accounts would 
not be acceptable 

17 

http://switch.ch/aai/support/serviceproviders/guest-login.html 

© 2012 SWITCH 

Guest Login vs VHO? 18 

Topic Guest Login Virtual Home Organization 
(VHO) 

Policy and regulations  
for managing accounts No Yes 

Papers to sign No Yes 

Accounts can be used 
for more than one service Yes Generally not 

Responsibility of  
account management User himself VHO Group administrator(s) 

In SWITCHaai and 
AAI Test federation No Yes 

Data quality of 
user information 

Poor, user can modify 
his own data 

Controllable by VHO 
administrator(s) 

http://switch.ch/aai/support/serviceproviders/guest-login.html 
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Solutions for Access Control 
Light weight group management, access control and authorization 

SWITCHaai Team 
aai@switch.ch 

© 2012 SWITCH 2 

Situation 

!  Grant access to specific group of people 
!  All users have an AAI account 
!  Overhead for group administration should be small 

!  Real life example: 
 
The slides/photos of this workshop  
shall only be accessible by all  
people who attended this meeting. 

Webserver

Web
App

Attributes

SP
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Case 1: Users share common attributes 

HomeOrg = IdP X| IdP Y| IdP Z 
Affiliation = Student 
StudyBranch = Medicine 

Access Rule 

Chemistry students

Medicine students
(authorized)

Staff

Web
App

IdP X IdP Z

IdP Y

SP

© 2012 SWITCH 4 

Case 2: No common user attributes 

IdP X IdP Z

IdP Y

SP

Unauthorized
Authorized

Web
App

Without a shared user attribute, no simple access 
control rule can be created 
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Solution 1: Create a common attribute 

!  Add a common atttribute to user’s identity, e.g. an entitlement attribute 

Require entitlement urn:mace:rediris.es:entitlement:wiki:jra5!

!  Very simple solution 

!  Additional work for user directory administrator 
!  Difficult to efficiently manage many entitlement values 
!  Only IdP admin can manage access 
!  Only works for users from same organisation 

Access Rule 

� 
� 

© 2012 SWITCH 6 

Solution 2.a: Use uniqueIDs or email 

1.  Get unique IDs or (AAI) email addresses from users 
2.  Create access rules like: 

require uniqueID 465@idp-x.ch  234@idp-y.ch  […] 
require email  hans.muster@idpx.ch pierre.m@idpz.ch […] 

!  Straight-forward solution 

!  SP administrator must know unique ID/Email address 
!  Difficult to efficiently manage for many users/apps 
!  Only SP admin can manage access 

Access Rule 

� 
� 
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Solution 2.b: Group Management Tool 

!  Web based OpenSource PHP tool develop by SWITCH 

!  Manages multiple groups to protect multiple applications 

!  Users can be: 
!  Invited to a group via email 
!  Added to a group with a password 
!  Added to a group based on their attributes 
!  Moderated after they request to join a group 

!  GMT generates authorization files (Apache and Shibboleth) 
!  Only works same host as GMT 

!  API and libraries for authorization on remote hosts 

© 2012 SWITCH 8 

GMT Overview 
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GMT Administration Interface 

© 2012 SWITCH 10 

GMT Authorization File Example 

! Multiple groups can write to same authorization file 
! Example of an .htaccess file 

# Group Management Tool: Apache Authorization File 
# DON'T EDIT LINES THAT CONTAIN ### 
# AND ALSO DON'T REMOVE THE FOLLOWING TWO DIRECTIVES 
AuthType shibboleth 
ShibRequireSession On 
 
require placeholder never.match 
 
###START:Test_Group_1### 
require uniqueID 023sdf-345fdg-23401@unizh.ch 
require uniqueID 3141324sdd592@ethz.ch 
###END:Test_Group_1### 
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Solution 2.c: SWITCHtoolbox 

11 

! Service Provider aggregates: 
!  identity information from users’s  IdP 
! group information from SWITCHtoolbox IdP 

! Application receives group membership 
information like any other Shibboleth 
attribute 

! Everybody can create groups 

! Allows easy access control rules 

1. 

2. 

require isMemberOf https://toolbox.switch.ch/mygroup 
Access Rule 

© 2012 SWITCH 

SWITCHtoolbox Administration 

12 
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Add a Service as Tool   

! SP needs only minor configuration change to be tool 

! Tool can be public or private 
! Public tools can be subscribed/accessed by many different groups 

! SWITCH offers already three public tools: 
! Wiki, Document Storage, Mailinglist 

 
! Webpage: http://www.switch.ch/toolbox/ 

13 

© 2012 SWITCH 14 

Summary 

!  GMT and SWITCHtoolbox are very similar 
!  GMT has to be installed and maintained yourself 

!  Allows customization 
!  Suited for few groups with few users 
!  Only protects applications on same host or requires libraries 

!  SWITCHtoolbox is a service offered by SWITCH 
!  Allows easier integration of application 
!  Can manage hundreds of groups and sub groups 
!  No software libraries required to protect remote applications 
!  Multilingual 

!  SWITCHtoolbox recommended in the long term! 
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Service Provider Virtualization

Running multiple SPs on a single host


Kaspar Brand

aai@switch.ch


© SWITCH 2012


Physical vs. logical SP!
A single physical SP can host any number of 
logical SPs

•  A logical SP can then include any number of 

“applications”

•  Applications can be configured on a per-path or 

per-virtual-host basis

•  Web virtual hosting is often related but is also 

independent

•  Applications can inherit or override default 

configuration settings on a piecemeal basis


2
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Multiple applications and 
domains on a single host!

3


Host X
Shibboleth SP daemon: shibd

Default application with entityID: 
https://sp.example.org/shibboleth

id="app1"
SessionTimeout: 3600s
Authentication Method: X509 Cert.
For path: /very-secure

id="app2"
SessionTimeout: 86400s
For path: /not-so-secure

Application id="alt" with entityID: 
https://altsp.example.org/shibboleth

id="app3"
SessionTimeout: 86400s
For path: /not-so-secure

Web server
sp.example.org

altsp.example.org

mod_shib

© SWITCH 2012


shibboleth2.xml configuration!
Add an ApplicationOverride element for each logical SP, and 
specify its own CredentialResolver:




<ApplicationDefaults id="default" policyId="default" ... > 
  ... 
  <ApplicationOverride id="altsp” 
        entityID="https://altsp#.example.org/shibboleth"> 
    <CredentialResolver type="File" 
        key="/etc/shibboleth/altsp-key.pem" 
        certificate="/etc/shibboleth/altsp-cert.pem"/> 
  </ApplicationOverride> 
</ApplicationDefaults> 
�

Note: when adding a customized Sessions element to the 
ApplicationOverride, be sure to spell out all its attributes 
(inheritance from ApplicationDefaults is disabled as soon as a 
Sessions element is present).


4
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Apache httpd configuration!
Define an additional VirtualHost for the logical SP, and map it to the 
respective ApplicationOverride from shibboleth2.xml:



<VirtualHost *:443> 
  ServerName altsp#.example.org:443 
  ... 
 
  <Location /> 
    ShibRequestSetting applicationId altsp 
  </Location> 
 
</VirtualHost> 

5
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Recommendations!
•  use separate Apache VirtualHosts / IIS sites to run 

multiple, but distinct AAI-protected resources on a 
single host (avoid path-based separation of 
applications)


•  define separate entity IDs for each resource, and create 
key pairs (self-signed certificates) for each of them


•  register and manage each resource / logical SP in the 
AAI RR as a separate entity with its respective attribute 
requirements


•  Further reading:�
https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPApplicationOverride


6
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Notes: 

Notes: 
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Notes: 

• Alternatively, comment out on about 146 in shibboleth2.xml the SAML2 Logout Initiator 

Notes: 
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