A Secure Extranet supporting
Medical Data Exchange
between Organisations
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The “Synex” European Project

e Promote shared and distributed healthcare
records

* Provide tools to share information across
large organisation-wide networks and
between organisations
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Geneva Demonstrator

* Secured Extranet between the Hospitals and
the GPs

» Access to patient records




Security Requirements

 Needs for:

— Encryption of the transmission

— Authentication of the users
— Closed users groups




PKI Infrastructure

» Based on the ASAS Security Toolkit
 Private Certification Authority

* Implementation using the main standards:
RSA, 3-DES, X.509 certificates, SSL
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Benefits

 Private PKI Infrastructure available and
recognized at a national level (FMH)

* Infrastructure based on existing standards

 Independence against the mail agent




Known problems

* Multiple (incompatible) platforms exist

— Need for coordination & harmonization (e.g. X.509
attributes)

— Not easy for the user (n PKI infrastructures)

* CA not recognized automatically by common




Using a general purpose PKI ?

* Advantages:
— Faster kick-off
— Existing experience

— One certificate for many different uses




