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What'’s a certificate, anyway?
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A small piece of some random and some not-so-random bits...

Data:
Version: 3 (0x2) X509v3 extensions:
Serial Number: 2175887 (0x21338f) X509v3 Extended Key Usage:
Signature Algorithm: mdSWithRSAEncryption TLS Web Server Authentication, TLS Web Client
Issuer: C=ZA, ST=Western Cape, L=Cape Town, Authentication
O=Thawte Consulting cc, OU=Certification Services X509v3 CRL Distribution Points:
2;;%?zggFeggzgggmtﬁmfggfizg@iﬁzxig Eﬁé URI:http://crl.thawte.com/ThawtePremiumServerCA.crl
Validity Authority Information Access:
Not Before: May 13 ©9:15:01 2005 GMT OCSP - URI:http://ocsp.thawte.com
Not After : Jun 11 10:47:27 2007 GMT
subject: 8=gu{t§E I—3er|'rll'e’:1Ie-:iggcr;:r;latikdiens’ce fuer Lehre X509v3 Basic Constraints: critical
und Forschung, CN=nic.switch.ch CA:FALSE
Subject Public Key Info: Signature Algorithm: md5WithRSAEncryption
Public Key Algorithm: rsaEncryption 15:13:6¢:20:ed:1b:85:cf:c1:07:94:5b:19:¢c3:57:4c:6f:86:
RSA Public Key: (1024 bit) 7b:07:86:96:0f:21:8c:56:ee:74:b9:f0:51:e4:a01:8f:a3:89:
Modulus (1024 bit): d2:51:fl:fe:b4:e4:39:0c:48:8f:30:0c:bb:4d:33:46:eb:c7:
00:d0:0e:b7:16:bf:86:59:c3:97:€6:02:33:59:90: 4d:da:f7:e7:46:49:cb:5d:f7:26:0d:86:7d:7b:f4:2b:68:9d:
65:29:b0:69:73:64:83:03:1b:df:62:a8:4d: cO: 4f: 8d:ab:51:10:19:38:90:09:fb:d4:94:c4:9f:5b:b1:83:5c:98:
3¢:d9:12:6b:8¢:57:95:e1:57:e8:48:a6:7f:dd:15: 18:71:30:13:e3:e3:b6:fd:06:51:d6:e8:65:32:28:03:80:€0:
8b:9d:ad:93:dc:78:af:06:1a:ce:0f: 7b: cc: cd: 6f: e8:9a:fb:5c:af:79:cl:fe:41:06:42:55:e8:00:d8:78:26:3b:
00:06:26:40:73:04:d3:da: 7b:20: c1:15:37:8c: 2f: 1d:9e
58:c4:d4:c1:4b:18:84:5c:54:f1:bl:a0:44:3c:e2:
0e:80:02:63:48:6b:34:¢7:10:9d:a1:23:56:77:f5:
4e:3d:38:9a:70:5e:03:02:30:45:ee:81:e4:94:96.
47:18:9e:47:37:bb:18:16:87
Exponent: 65537 (0x10001)
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And what does a cert tell us, anyway? SVWITCH
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Recently, on the Net...

“cert-serv.admin.ch” is a site that uses a security certificate to e 06 Admin PKI ClassD O
encrypt data during transmission, but its certificate expired on P - - .

13.3sz006 lgzgsluar. =5 uH " - \}3' @j @ hups://cert-serv.admin.ch/start/index.jsp =R

A
You should check to make sure that your computer's time ( 1] ] ) ) o
(currently set to Fri Mar 17 12:05:48 2006) is correct. [ ] le] ] Bundesamt far Informatik und Telekommunikation BIT
8000 0O®® Office fédéral de I'informatique et de la télécommunication OFIT
® eeCee Ufficio federale dell'informatica e della telecomunicazione UFIT
Would you like to continue anyway? o0 o Uffizi federal d'informatica e telecommunicaziun UFIT 0
{ View Certificate | ( Cancel ) ( Continue ) Home Kontakt Dokumentation o ooo oo Frangais Italiano

[General*lf Details |

Could not verify this certificate because it has expired.

Issued To

Common Name (CN) cert-serv.admin.ch
Organization (O) admin
Organizational Unit (OU) Services

Serial Number 03:F4

Issued By

Common Name (CN) Admin-CA-Class2
Organization (O) admin

Organizational Unit (OU) Services

Registration

Willkommen

Willkommen auf den Registrierseiten der Admin PKI ClassD. Hier kénnen Sie Ihr digitales
Zertifikat beantragen.

Zunachst sollten Sie das CA-Zertifikat der Admin-CA-Class2 in Ihrem Browser installieren,
damit diese Ihrem System als vertrauenswirdige CA bekannt ist. Klicken Sie hierzu auf
den untenstehenden Link und befolgen Sie die vom Browser gefuhrten
Installationsschritte. (Erlduterungen sind unter Hilfe verfigbar.) Klicken Sie hierzu auf den
untenstehenden Link.

CA Zertifikat der Admin-CA-Class2 installieren

cert-serv.admin.ch (@

Validity
Issued On 13.3.2003
Expires On 13.3.2006 . .
Are you sure this is really a
SHAL Fi int 15:61:93:28:CF:CA:5C:9E:22:36:E4:39:15:4A:97:0B:32:E7:A9:8B -
MD5 F|:\r;ge::)‘:r:\rt1 21:05:27:D3:2A:61:61:95:85:7A:89:C1:4A:A4:25:D4 fed e ra I a uth O rlty " ?
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And what about this one? SVWITCH
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= Equifax Secure Global eBusiness CA-1

- e 0o Unique Global Busine|
L = www.apache-ssl.org
= €A http:/ /services.choicepoint.net/servlet/com.kx.
A
Bortitoat www.apache-ssl.org Unique Identifier
e plefevitle
Issued by: Equifax Secure Global eBusiness CA-1 CUl: 3931058105
-, Expires: Freitag, 21. Dezember 2007 14:12 Uhr Europe/Zurich Domain Name: www.apache-ssl.org
@ This certificate is valid Country: GB
Details
v ! State: England
Locality: London
Country GB Organization: A.L. Digital Ltd.
Organization www.apache-ssl.org Organization Unit: Apache-SSL MIB
Organizational Unit https://services.choicepoint.net/get.jsp?3931058105
Organizational Unit See www.geotrust.com/resources/cps (c)05 Disclaimer: The following information has been self-reported by the entity to which
. it relates for the purpose of assignment of a unique identifier (CUI). The
Organizational Unit Domain Control Validated - QuickSSL(R) information has not been~Arified nor has the entity been authenticated,

arified, or investigated in any way.
Common Name www.apache-ssl.org “ e

Country US
Organization Eguifax Secure Inc.

Common Name Equifax Secure Global eBusiness CA-1

Version 3
Serial Number 159842

Disclaimer: The following information has been self-reporied by the entity to which

(2) (Hide Certificate ) (] t relates for the purpose of assignment of a unique dentdier (CUI). The
information has not been vernfied nor has the entity been authenticated,
credentialed, verfied, or investigated in any way.

... from the No Liability Accepted for any damages whatsoever™ department
(cf. the “Mountain America” case in February 2006)
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Pricing shouldn’t be the only concern

m MmN

SSL Certificate Comparisons

0

@v (;")v

WhichSSL

G http://www.whichssl.com/comparisons /compatibility.html|

Helping you make the right choice of SSL certificate for your e-business

WHICH SSL | SSL FOR WEB HOSTS | SSL FOR RETAILERS | SSL FOR ENTERPRISES | COMPARE VENDORS | WHITE PAPERS | FAQ

What is SSL?

Why do | need SSL?

SSL benefits for Web hosts

SSL benefits for Enterprises

SSL for Retailers & on-line shops

Compare SSL Vendors

Which SSL | SSL for Web Hosts | SSL for Retailers | SSL for Enterprises | Compare Vendors | White Papers| FAQ| About Us

Done

"We've done our research so you don't have to."

What matters to me is knowing:

IWhICh vendor has the highest browser compatibility for the lowest price

Price per Year
RO

Psoft

GoDaddy

comMoDo

coMoDOo

GoDaddy

comMoDo

COMODO
<

LiteSSL

Turbo SSL

Intranet SSL

InstantSSL

High-Assurance SSL

InstantSSL Pro

EnterpriseSSL Elite

$14.85

$29.95

$39.00

$79.95

$89.95

$108.95

$138.00

9%

99%

99%

9%

98%

98%

v
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Assurance matters...
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... because people connecting to your SSL server usually like to know whom they

are dealing with

... because relying on DNS and Whois alone isn’'t enough:

$ whois digitalphishnet.org

L...]

Domain ID:D104521454-LROR
Domain Name:DIGITALPHISHNET.ORG

Created On:

11-Jun-2004 17:42:30 UTC

Last Updated On:12-Jun-2005 01:34:11 UTC

Expiration
Sponsoring
Status:0K

Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant

L...]

Date:11-Jun-2006 17:42:30 UTC
Registrar:Schlund+Partner AG (R73-LROR)

ID:SPAG-33149303
Name:Domain Admin
Organization:Microsoft Corp
Streetl:0ne Microsoft Way
Street2:

Street3:

City:Redmond
State/Province:WA

Postal Code:98052 Would you issue (and trust) a certificate for

Country:US /IC=US/O=Microsoft/ CN=www.digitalphishnet.org
Phone:+212.5551212 . om .

Phone Ext.: based on this information?

FAX:

FAX Ext.:

Email:digitalphishnet@mainlymail.com
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SWITCHpki certificates | SVWITCH

The Swiss Education & Research Network

Have a fully verified organizationName attribute (“O=") in their
certificate subiject:
O=Universitaet Bern
O=ETH Swiss Federal Institute of Technology Zurich
O=Switch - Teleinformatikdienste fuer Lehre und Forschung
O=Berner Fachhochschule - Haute ecole specialisee bernoise
O=Universitaet Zuerich
etc.

Are issued based on a certificate request which is approved by you —
l.e. by those persons who are in the best position to verify whether
a request is legimitate

Rely on a hierarchical structure of registration authorities (RAS)
located at each organization participating in SWITCHpki

Provide a distinctly higher level of assurance than domain validated
certificates from low-end vendors at a very attractive price
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A proper O= attribute is important
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o SWITCH Internet Domains - Opera 8.52

[ | New page [S sWITCH Internet Domai... & | & -

€2 » v., »” S| https://nic.switch.ch/reg/index\ <} Switch - Teleinformatikdienste fuer Lehre und Forschung (CH) ¥ A7)

SVWITCH

You are not logged in

Internet Domains

v Domain names
» Register
» Basket (0)

» Login

» Search

» Your Internet Presence
» Support/FAQ

» Prices and conditions
» Dispute resolution

» Partners

» Contact

The Swiss Education & Research Network

(&l A A Ip| E| F| 1|
B

Internet Domains

Register domain name K|

V' .ch vV li >> continue

Login K|
User ID | Password >> Login
Open new account Forgotten password or User ID

Welcome to SWITCH

SWITCH has been operating the registry for domain names ending in .ch
(Switzerland) and .li (Principality of Liechtenstein} ever since the
internet was first set up.

SWITCH represents the interests of the internet community on a large
number of international bodies and has acquired many years' experience
and great expertise in the field of the internet and domain names.

We also operate the Swiss Education & Research Network, which
connects its users with each other in Switzerland, Europe and overseas.

G H

The Swiss Education & Research Network

Opera is already displaying the organizationName attribute...
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A proper O= attribute is important (cont ) SVWITCH
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. others will do so soon (IE 7 Beta 2 Preview, high-assurance cert)

/- WoodGrove Bank - Windows Internet Explorer

(\;/@ v [g‘,https:I,l'www.woodgrovebank.com! V’g WoodGrove Bank [US] @Jlﬁl { 009 “ﬂﬂl

X

File Edit WYiew Favorites Tools Help

Secure Connection
ar ‘ @ WoodGrove Bank g]

>
F B - ™= v [[]Page v {GF Tools ~

| >

Microsoft Corporation
has identified this site as:

‘W D YWoodGrove Bank NK
Redmaond, Washington l

us

Online Banking You should send confidential information
only ifyou trust the organization listed.

. . Whatis a certificate?
Business Banking

View Cetificates

Credit Cards Welcome to WoodGrove Bank, your neighborhood bank for more than 100 yg

Looking for a new car? Need to Refinance your house?

Mortgages
WoodGrove Bank is ready to help. We have some of the lowest rates aroun

Personal Banking
Call your account representative today to find out more.
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