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Introduction v

Introduction

No self-sign certificates visible for end user in production any more.
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Motivation e

Motivation

» We want to change the policy as seldom as possible.
SwissSign — GlobalSign?

» Roll out — only the administrators are entrusted with the
responsibility to organizing the certificates.

» Approval end user are happy to have «really good certificates»
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Efforts e

Efforts

We have run into problems by using a wildcard-certificate for our
WCMS. IE 7 is interpreting *.ethz.ch in a different way from
Firefox 2.0 and Opera 9.2.

We are using Alternative Subject Names.
Our certificates can be imported by different type of equipment.
We cab search all computers on port 443 within the IT-Services.

We encountered no problems changing the root-cert, but at
present it would pose a problem reverting to SwissSign, should
they still be at the same stage as 2 years ago.

We have implemented a strict separation of Support and RA. This
decision is final and not subject to any discussion.
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1. Colleagues from the IT-Service were definitely NOT amused.

Problems

2. Most people are so flooded by their daily work that they don’t
have the time to install or to ask for the right names for the
certificate.

3. The multi-name certificates are hardly to check plus they
maintain the disorder common in the early days.

4. Personally, | have only actually seen all SwissSign and
GlobalSign forms for a few minutes.

The only problem, | recall with GlobalSign was: «who is the person
who signed the contract?».

By showing the ETH Zurich website and the who-is-who the problem
can be solved in a matter of minutes.
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First control
First, we check the attributes and do a name server lookup for the ferniolhicrasll

requested domain.

B Administrator: CAWindows\systemaa\ema cxel —

Alle Rechte vorbehalten.
Problems

Microsofe Windg 0001
Copyright (o) 2086 Microsoft Comporation.
C:\Usersnkoloff>d:

Looking for an Example

req —text —in uww.ician87.et|

crets
Iicate Request:
Certificate order

Data:
Uersion: B (BxB>
CH. O=ETH Zuerich, CN

mB7.ethz.chs/enailiddre

iciar

Sibject Public Key Info:
roaEncryption

Public Key A
RSA Publ:u: Kfi’ (2@43)),“)

Figure: openssl req -text csr.pem

D:=“\Bwisssign?nslookup wuww.iciamB?._.ethz.ch

dnsl.ethz.ch
129_132 _98_12:53

idwebhostlB% _ethz.ch
129.132 .46.185
wuw . iciamB@7 . eth:

Figure: nslookup

Aliazes =z .ch
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Enter the request

SV/ITCH mesuss

SureServerEDU Certificate Procedure
0 Step :Enter c5v 1151602 Eter cororate nformain T —

STEP 1. SUBMIT CERTIFICATE SIGNING REQUEST

2

Secrets

Figure: Switch-Web-Site

At the Switch submit page we use these settings:
> 3 years.
» SureServerEDUTLS emailserver.
» Webserver Type.
» Path to the request.
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Enter corporate information ETHzuren
» The information page automatically shows the email address
from the applicant.
» All other information must be entered manually.
» A password is necessary to revoke the certificate.

Secrets

SN/ITCH e suse esucoson s research newwork

1446327777

Golosiep3

Figure: Switch-Web-Site




Terminate the request

» The page presents a summary of the entered information.

» After submit, requesting is finished.

SNVITCH e suis caucason & researet ewwork

STEP 3 CONFIRM INFORIATION

53 years i T oenoo SursSenereD) TLS ersiserverregataten forn
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Issue certificate order | ik

» In the ,CertOrder” of the GlobalSign website you see all your
requests, wich you have to process.

» This site utilizes your own personal certificate for authentication.

Certificate order

@ ~ ’
cybertrust ~ 13
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a

rtrust

'S_TLS_emailserver_3year - Globals

)| Dsfer corticats order | [ Deny certfcate order

s

TSR SIS SueacCahatan Request

D : 1735301011

I
Status ¢ Not verified

rdered on : Fri, April 13 2007, 08:03 GMT Details
Public certicate.

Request details

No matching certficates yet
Fei, April 13 2007, 08:03 GMT Details:
Standard PKCS10

2048 bits

Q05
MRWWGGYDVQQDEXN3d3cuaWNpYWOWNySIGGSLMNOMSY WIAYJKOZThCNAQKSFhdt

R, 2Q/HU7O1veVadyaVK72YoSmYbDK24AYSlavug/Y8bnre:
89hVKUFY4qsAHSFkQUAJWINGOUGIHIQGQeX wéds2ZS: 2 KDBShN
d121SNGhBATEVPRSLCA1 + XmYhekKE7UCANEAASAAMADGCSIGSIbSDQEBBQUAASIS

j216nkho7 ZN7WFFEhnas/ PIWQWSa7EplspPDAZSHYY WLeDAGEy UmR=IN

TobCuiSKeq+ G3USN2SINXKZAVENTN: GawrbzaRgx
hvx1ym2wFPDvxruu0HGQ\szuuDualumnmhlmlvuymmuwwnuzevaDkus
QDsumIkBVo+N SnZ6T5FLgeCaycoRSEGPXiBy w/AkFbIN

e sheatimaio.

3 Zuerich, i

Identity details

Status : Not verified
Received on : Fri, April 13 2007, 08:03 GuIT Details
Organization city

Organization phone number : +4146327777

uerich
contact phone number : +41446327944

Technical contact name : Matteo Cort
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Issue certificate order llI

1D : 1735301011
Status : Not veriied
d on : Fr, April 13 2007, 08:03 GMT Details
Public certicate : Yes

phneaEie S e ,,u,,m,m‘g Request details

Certificate order

VU s Sea T Snieer Sien Glotaits Status : No matching certifcates yet
Received on  Fr, Aprl 13 2007, 06:03 GNT Details
SUITCH iz scs e - clabatsan Type ¢ Standard PKCS10

Key size : 2048 bits

Reaquest + MI1CrICCAZYCAQAWaTELHAKGAIUEBINC Q0O DASBONVBAGTCOVUSCBoctVyatito
R GgYDVQQDEN33cua WNYWOWNy SIAGhSLmNONSYWIAIKOZIVENAQKBFhdt
RO 2oy G A QAR oD A DOV T NAQE BB QADIRPADCC
AQoCogEsaim iumDz RBykpnw?Fauz\Nmsmbnsfnqombagmsdu\hugsu
BXOVVPV7IUUAmKCIVKE |X327UadxRAYCVREA
e e swwswksokofswwnv

K 1565 Svear- Clobaision

239
’5
3

4121SNGhBATEVPRSLCq 1 +XMYheKKE7UCANEARSAANADGCSAGSIE: soqssaquwm
Qe TN an PN QWS aTEp P POEZSH T LoD oy oo

oL TobC ke B SNBSS e e AP
G UIBIIoNW
HODBUMIKBVo +Nug) mai P EISMansnZ6TeFLgeCayCoRaEGRXiiBy 1w/ FRkTbiN
2BIII/ESXYYSbeaEASVI0
Subject Zuerich, hz.ch, thz.ch

Identity details

Status : Not verified
Received on : Fr, April 13 2007, 08:03 GT Details
Organization cit : Zuerich
Organization phone number : +41446327777
Technical contact organization  ETH Zuerich
Technical contact phone number : +41446327944
Organization trade register number
Tachrieal cntact rama : Mattan Coeti

Figure: Check again and confirm procedure
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a
rtrust

Find matching cerlficates

 udtea (Cert Order details.

» Bovriand

1735301011

Status ¢ Verfied
Ordered on : Fi, April 13 2007, 08:03 GMT Detais

wiTCH ETHz scs T lobaisian
Swircd s ss vis zxu, ~icbaition d on : Fri, April 13 2007, 08:22 GMT Detals
'swn S £z SO T i Gl Public certiicate : Ye
SWITEM ET8 S0 118 armaiarver feast - GlobalSia

SWITCA Tz SC5 115 emalserver Zyear- Globalsls pequest details
e e e e

o Status :
» SUTTCH ETH7 SCS _1year - ClobalSian Received on
» SwWITCr ETHz S presr - clobalsian
> VITCH £tz SosSvenr - Globalsian s
Key size :
Request :
Subject +

Existing matching certfcates:

* Fri, April 13 2007, 08:03 G Detais|

Standard PKCS10
2068 bit

MRWAGQYDVQQDEXN3d3cuaWNpYWONNY SIAGELINOMS TwIAYIKoZIVCNAQKBFht
TNy GO et DCCAS DOz eAAQESBOADISEPAOCC
AQuCogEBAI WLINDVESSRSy o+ 803N bnSiraQUbagmsdaAhll
BXOYVFVTIUUAKC/VCKRAKISSTugrrAW + Cvpen
T S RO U2 e 2 RSO et
S eI e e Dol Yerats
89hVAUFYAGSAHSTkQUAjWITNGOUGI+1QGRaXWEdSZZ50A +yex1 KZaKDBSh
d121SNGhBATEVDRSLCq1 + XmYhsKKE7UCAWEARSAAMAOGCS ssxszQEasQuuua
AQA:ZlEnKhn7ZN7wFfEhnqa/P\\‘Nwsa7Ep\suvnﬂz§nwwl=maswm

raYe2+2/SIAGE/vpe w20bVPG oW/ rOsAZdnv
B e S STl a2 o AW Fpsen
hV21Gm2WFPDVXT0GOHGQIZFR KIDUSTONInb7bILoTVADIIOMW WDZEVPHDKUE

$1QDBUMIKBYo +1Nug/majlFzISMawsnZ6TsFLgeCayCoRSEGPXiiy Iw/AKTDN
DHIYEIXYYSbeaEdsuIL0
Zuerich,

Identity details

Status : Verified
Received on : Fri, Aprl 13 2007, 08:03 G Details
Verified on : i, April 13 2007, 08:22 GuT Details

Technical contact organization : ETH Zuerich

Figure: This page presents a summary again

Registration Authority at
ETH Zurich

Certificate order




Paperwork

» Print out the email.

> Sign it.

> Keep

it safe.

ETH Zuerich i i hori i i EDU TLS il
certificate request www.

am07.ethz.ch (1735301011)
ra@globalsign.net
Die unnétigen des wurden entfernt.
Fr13.04.2007 10:03
ethzra
Corti Matteo

Dear Michael Koloff,

The request for a SureServerEDU TLS emailserver certificate shoun below has
been submitted to the ETH Zuerich Registration Authority registration
authority.

To confirm this request on behalf of your organization, you must reply to
this message by using one of the following (mutually exclusive) options:

1) print this e-mail message, sign it by hand and return to us by either:

a) postal mail,

b) fax,

) e-mail, uhere the scanned message is attached as a PDF document (or
similar);

2) reply to this message with a digitally signed e-mail. The certificate
used for signing must reflect an adequate assurance level: when considering
this option for the first time please contact us to determine uhether your
(personal) certificate qualifies for this purpose.
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