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Introduction

No self-sign certificates visible for end user in production any more.
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Motivation

I We want to change the policy as seldom as possible.
SwissSign→ GlobalSign?

I Roll out – only the administrators are entrusted with the
responsibility to organizing the certificates.

I Approval end user are happy to have «really good certificates»
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Efforts

We have run into problems by using a wildcard-certificate for our
WCMS. IE 7 is interpreting *.ethz.ch in a different way from
Firefox 2.0 and Opera 9.2.

We are using Alternative Subject Names.

Our certificates can be imported by different type of equipment.

We cab search all computers on port 443 within the IT-Services.

We encountered no problems changing the root-cert, but at
present it would pose a problem reverting to SwissSign, should
they still be at the same stage as 2 years ago.

We have implemented a strict separation of Support and RA. This
decision is final and not subject to any discussion.
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Problems

1. Colleagues from the IT-Service were definitely NOT amused.

2. Most people are so flooded by their daily work that they don’t
have the time to install or to ask for the right names for the
certificate.

3. The multi-name certificates are hardly to check plus they
maintain the disorder common in the early days.

4. Personally, I have only actually seen all SwissSign and
GlobalSign forms for a few minutes.

The only problem, I recall with GlobalSign was: «who is the person
who signed the contract?».
By showing the ETH Zurich website and the who-is-who the problem
can be solved in a matter of minutes.
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First control
First, we check the attributes and do a name server lookup for the
requested domain.

Figure: openssl req -text csr.pem

Figure: nslookup



Registration Authority at
ETH Zurich

Tolga Coban, Dieter
Hennig, Michael Koloff

Introduction

Motivation

Efforts

Problems

Looking for an Example

Secrets

Certificate order

Documents

Enter the request

Figure: Switch-Web-Site

At the Switch submit page we use these settings:
I 3 years.
I SureServerEDUTLS emailserver.
I Webserver Type.
I Path to the request.
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Enter corporate information
I The information page automatically shows the email address

from the applicant.
I All other information must be entered manually.
I A password is necessary to revoke the certificate.

Figure: Switch-Web-Site
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Terminate the request

I The page presents a summary of the entered information.
I After submit, requesting is finished.
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Issue certificate order I

I In the „CertOrder“ of the GlobalSign website you see all your
requests, wich you have to process.

I This site utilizes your own personal certificate for authentication.
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Issue certificate order II
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Issue certificate order III

Figure: Check again and confirm procedure
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Issue certificate order IV

Figure: This page presents a summary again
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Paperwork

I Print out the email.
I Sign it.
I Keep it safe.
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